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\ CESNET

e Provoz a rozvoj paterni akademicke pocitacové site
Ceské republiky

e Zalozen v roce 1996
e Clenové
25 Ceskych univerzit

Akademie véd CR

www.cesnet.cz

9-10. 11. 2011


http://www.cesnet.cz/

I ﬁCESN ET My

CESNET-CERTS (csirt.cesnet.cz, certs@cesnet.cz)
e Centralni a davéryhodny kontaktni bod

 ReSeni a koordinace bezpe¢nostnich incidentt v siti
CESNET

e Projekty pro podporu bezpecnosti

(IDS, Audit, Honeypoty, Snort, Mentat, Warden)
e Spoluprace s dalsimi projekty a tymy

(FTAS, WIRT ZCU, CSIRT-MU)

9-10. 11. 2011
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CESNET . «  rw
%%""””“”7 Inspirace pro seminar

o Z reakci “provinilcti” pri reSeni BI v siti CESNET?2:

e Ja jsem nenabizel, jenom stahoval!

e Jak by na mé nékdo mohl prijit?

e Na siti prece neni vidét co délam.

e Nikdo mi nedokaze, ze jsem to byl ja!

 Na VS si mizu délat co chci, zarucuji mi to akademické svobody!
* Na Internetu je prece vSechno free ...

e Licenci na OS/SW? “Piijcil” jsem si ji od kamarada.

* Ja na licence nemam penize.

e Ale jajsem to napsal jenom na Facebook!

9-10. 11. 2011
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Identita, soukromi, anonymita

Pavel Kacha
CESNET, z. s. p. o.
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ﬁCESN ET

y
e Osobni stranky, blog, CV

— Skryté stranky — robots.txt, zpétné odkazy, webmail
e Cloud @AE .| Google docs amazon

webservices"

e Freemail YaHoOL Gmail

e Odkazy, komentare

inetnum: 195,113.134.128 - 195.113.134.255
netname: CESNMNET -BB2
descr: CESMET, z.s5.p.0.
* CZ.NIC, RIPE descr: Prague &
country: CZ
admin-c: VN2 -RIPE
tech-c: VNZ-RIPE
status: ASSIGNED PA
mnt-by: TENCE - MNT
mnt-lower: TENCZ - MNT
remarks: Please report network abuse -> abuse@cesnet.cz
source: RIPE # Filtered

9-10. 11. 2011 10



CESNET

Hledani vazeb

e Prezdivky, neobvykla jména

. Fotografle (zpétné hledani — TmEye Google Goggles)

PGP keystore

uid Pavel Kacha <ph@rook.cz=>

9-10. 11. 2011

510
510
510
514
514
51qQ

51093
51(Q
51Q
51g
51g
51Q

2B2663F8 2002-04-09
687DA204 2002-04-09
163DFSEE 2002-04-09
CAS/AD7C 2005-06-15
SCAABST79 2008-11-20
BECASSZE 2008-11-23

uid Pavel Kacha <ph@cesnet.cz>

51qQ
51qQ
51qQ
51qQ
51Q

sig

5193
51Q
51Q
51Q
51Q
51Q

ZB2663F8 2002-04-09
687/DA204 2002-04-09
163DFSEER 2002-04-09
CASYAD7C 2004-12-30
SCAABSTS 2008-11-20
BECA3SZE 2008-11-23

[selfsig]

Pavel Kacha (pharook) =ph@cesnet.cz>

Pavel Klicha (pharook] =ph@cesnet.cz>

2005-06-29

PGP Global Directory Verification Key

CESMET-CERTS <certs@cesnet.cz>

CESMET MNIC =nic@ces.net=

[selfsig]

Pavel Kacha (pharook) <ph@cesnet.cz=>

Pavel K@icha (pharook) <ph@cesnet.cz=>

2005-01-13

PGP Global Directory Verification Key

CESMNET - CERTS =certs@cesnet.cz=

CESMET MNIC =nic@ces.nets=
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Kde jsme

° Google buzz €&

PLEASE ROB ME .com

e Fotografie

9-10. 11.

- GeoTag -> EXIF |
e Wifi sité - SSID

L4
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Getac Camera

Listing all those
homes out ther:
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| it

Recent Empty Homes

763 new opportunities
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Socialnl inzenyrstvi

Robin Sage experiment

— Specialistka na bezpecnost, 25 let

— Stovky pratel béhem nékolika mésict
Bezpecnostni oddéleni firem, vladni a armadni slozky...

Robin Sage (#
NG at NETWARCOM

Morfolk, Wirginia Area | Computer & Network Securnty

o NO at Naval Network Warfare Command
# |ntem at Govemnment Agency O

o [igamachusetts Institute of Technology

* robinsage

hitp:fenene linkedin comAnfrobinsage

Summary
have been in the computer hacking scene for over ten years. During this time | have
the adrenaline rush of breaking into secured facilities of Global 500 companies and vanous

qovemments, Because of my style and diverse areas of experise, many of my friends refer to
me as the real life Abby Scuito of NCIS

X
9-10. 11. 2011

N penstrated hundreds of networks as a professionally contracted hacker and was empowered by
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Informacni stopa

Q
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%%""W* Informacni stopa

A/ e o

e Co 0 nas napisi jini

— V diskusich, na socialnich sitich

— Na firemnich a Skolnich webech
e /Zpétné odkazy
e Interview, videa

e Fotografie

— Oznacene osoby

Na této fotce oznacen:

- EXIF Pavel Kacha
— Identifikovatelné objekty o 2 e
- Pfidat komentar [i

9-10. 11. 2011 17
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CESNET . P .
%%""””“”7 Auditni informace — mail

Return-Path: johann@cesnet.cz

X-0riginal-To: ph@cesnet.cz

Delivered-To: ph@office2.cesnet.cz

Received: from [195.113.xxx.yyy] (eduroam-XXX.cesnet.cz [195.113.xxX.yyy])
by viden.cesnet.cz (Postfix) with ESMTP id 01567D800D1
for <ph@cesnet.cz>; Mon, 1 Dec 2008 15:58:41 +0100 (CET)

Subject: Re: Pozdravy z Vidne

From: Johann Strauss <johann.strauss@cesnet.cz>

To: Pavel Kacha <ph@cesnet.cz>

In-Reply-To: <20081201142058.GB1602@cesnet.cz>

Date: Mon, 01 Dec 2008 15:58:44 +0100

Message-Id: <1223453524.3834.24.camel@eduroam-221.cesnet.cz>

Mime-Version: 1.0

X-Mailer: Evolution 2.12.3 (2.12.3-5.fc8)

e SkuteCny odesilatel

e (Cesta pres servery

e Zdrojove jméno pocitace
e Platforma

e Mailovy klient, vCetné presne verze

9-10. 11. 2011
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52T A vditni informace — WWW

connection: keep-alive

accept-language: cs,en;q=0.7,en-us;q=0.3

content-length: 0

accept-encoding: gzip,deflate

referer: http://www.google.com/search?g=cesnet&ie=UTF-8&0e=UTF-8

host: www.cesnet.cz

accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;09=0.8

accept-charset: windows-1250,utf-8;09=0.7,*;0=0.7

keep-alive: 300

user-agent: Mozilla/5.0 (X11; U; Linux 1686; cs-CZ; rv:1.9.0.4)
Gecko/2008112309 Iceweasel/3.0.3 (Debian-3.0.3-3)

cookie: UID=ph; SESSION_ID=AF347DC667.33985

e Referer — stranka, ze které prichazim
e ProhlizeC vCetné presne verze
e Platforma vCetné presné verze

e (Cookie — identifikace uzivatele nezavisle na IP adrese
(personalizace, sledovani)

http://browserspy.dk http://panopticlick.eff.org http://samy.pl/evercookie/

9-10. 11. 2011
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http://browserspy.dk/
http://panopticlick.eff.org/
http://samy.pl/evercookie/

%%*W?m%.mﬂ Nevime, kdo jste,
. ale vitejte zpatky

e Cookie, Flash Cookie, Silverlight Storage,
IE UserData, HTML5 Storage, Cache, ETags,

historie...

samy.pl/evercookie

e UserAgent, HT'TP_ACCEPT, nainstalovane pluginy,
fonty, Casova zona, rozliseni, cookies, JS vlastnosti

panopticlicK.eff.org

e Zkuste si sami

browserspy.dk

9-10. 11. 2011 21



G BitTorrent

.
Y )

%ﬁ%ﬂﬁ P2P site a autorsky zakon

o Direct C@ﬂﬂecﬂ; vy g !%.L

e Ve vetsine sitl je stahovany obsah automatlcky
nabizen

0000@0000,
- Nekdy 1ze v klientech ‘)IIQZI’[ (pozor na nastaveni p? ms@laa)

— U nékterych je to aﬁdllna Vlastnost protokolu (BltTorrem)
 Po pripojeni do J’ZP sité

L A |

~ Informace § mne (a mé nab SIT1 sitl
~ Vidi je kazd$, kdo o né ma zajem .

.
@

@

> S siti O

@
.. tedy i V13$n1C1 autorskyc'h praV' ."
- Velké filmové spoTefn(a;g Jsou velmi
9-10. 11. 2011
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RFID

9-10. 11. 2011

Karty

Vstupni tokeny
Auto zamky
Sledovani zbozi

Budoucnost USA:
pasy, kreditni karty

-\-\.\

OPENCARD

Po zvefejnénych
informacich

vnimam tuto
kartu jako:

divéryhogfou

nazory
teské

verejnosti
v %

65

neduveéryhodnou

zdroj: SANEP graf: CTK
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A nemuzeme si za to sami.."?

9-10. 11. 20:

DOCTOR FUN 16 Jan 2006

LM l_muT To '-H'.F'l_.du!-:uT THIG
KF1D T-:ur.1 m ':'-:-.-u

E AT TO IMPLanT
‘I'H'l" RFID TAG I8 You
AT ITS aLeo a4 CELLPuNOME
PIGITAL CAMERA, AmD

PR PLAYER

© 20086 David Farley, d-farley@ibiblic.org
http/ibiblio.org/Dave/drfun. humil
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Vyuziti

e Spear phishing

e Kradez identity
e Man-in-the-Middle

e Socialni inzenvrstvi

INVITE

Froxy 1

=

INVITE

BYE

Proxy 2

g

INVITE

Caller

9-10. 11. 2011

> ‘O

Callee

Hello,

I'm sorry for this odd request bec:
urgent,but due to the situation of 1
London with my family right now
robbed, worst part is that wallet, c
was stolen at GUN POINT, It's su
help flying back home, the author
the good thing is we still have ou
money to get my flight ticket baci
we need you to loan me some mo
home, I promise.

Thanks

Martha & Thomas Norman-Smit}l

25
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%%W”*CESNET Deékuji za pozornost.
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