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IDS Technologies

How can an intrusion be identified?

e Pattern Matching:
- Look for patterns in the data filed that indicate an attack
- Signatures
e Protocol Analysis:
- Look for header values that indicate an attack
- Do the headers match the RFC
e Behavior Based:
- Does the current traffic pattern match the normal pattern

- Flow Based

© 2010 Enterasys Networks, Inc. All rights reserved.
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Sentry List
Name Owner Actions Enabled
- Behavior - Flow Count Behavior Change admin Q
[ ] WO r ks W I t h fl OW d a ta Behavior - Host Count Behavior Change admin (=]
Behavior - Threat Traffic Packet Rate Behavior Change admin Q

Default Suspicious - External - Inbound Unidirectional Flows

- Constantly monitors traffic to detect changes in e | 90

DoS - External - Distributed DoS Attack {(High Number of Hosts) adrmin °
DoS - External - Distributed DoS Attack {Low Number of Hosts) admin Q

n etWO rk t ra ffi C fl OWS DoS - External - Distributed DoS Attack (Medium Number of Hosts) | adrmin | (21 @

DoS - External - Flood Attack (Low) admin [%]
DoS - External - Flood Attack (Medium) admin (%]
° Optimal for detection Of Day_ Zero attacks Do$ - External - Potential ICMP DoS admin | E1@
DoS - External - Potential TCP DoS admin [%]
. . DoS - External - Potential UDP DoS adrin [=]
[ ] Ca n b e a dJ u Sted to C u Sto m e rS S pec I a I n e ed S ggg - External - Potential Unresponsive Service or Distributed admin °
DoS - External - IFlood Attack {High) admin =]
Malware - External - Client Based DNS Activity to the Internet adrmin °
Malware - External - Communication with BOT Control Channel | admin [}
Policy - External - Clear Text Application Usage adrmin [~]
Policy - External - Hidden FTP Server admin [%]
Policy - External - IM/Chat admin °
Policy - External - IRC Connections admin °
Policy - External - Local P2P Server Detected admin [~}
Policy - External - Long Duration Flow Detected adrmin °
Policy - External - P2ZP Communications Detected admin Q
Policy - External - Remote Desktop Access from the Internet adrmin (=]
Policy - External - SMTP Mail Sender admin [%]
= e Inbound Bytes (Hormal) F— Policy - External - SSH or Telnet Detected on Non Standard Port | admin | ] @
Policy - External - Usenet Usage adrmin °
Soale (A4 Tuesday, May 03, 2007 - Wednesday, May 09, 2007 Size (Al+-) Policy - External . UNC Access From the Internet to a Local Host | admin [<]
Policy - P2P Policy Thresheld adrmin (=]
Recon - External - ICMP Scan {High) admin [%]
6 M Recon - External - ICMP Scan {Low) adrmin (=]
Recon - External - ICMP Scan {Medium) admin °
Recon - External - Potential Network Scan admin (%]
45 M Recon - External - Scanning Activity {(High) adrmin °
Recon - External - Scanning Activity {Low) admin Q
iM Recon - External - Scanning Activity (Medium) adrin (=]
Suspicious - External - Anomalous ICMP Flows admin [%]
15 M - External - Invalid TCP Flag Usage admin (%]
pici - External - Qutl 1 Unidire cti. I Flows Threshold | admin °
Suspicious - External - Port 0 Flows Detected admin [~}
0 21:30 33:00 00:30 02:00 03:30 05:00 Suspicious - External - Rejected Communication Attempts adrmin (=]
Suspici - External - Unidirectional ICMP Detected admin [%]
Extranet Select Time:  Current: 501 v icious - External - Unidirectional ICMP Resj D 1 [admin | E1 @
3 Sub-components Time Period: Mo v picious - External - Unidirectional TCP Flows admin | E1@

rectional UDP or Misc Flows admin [~}

- External - Ui

A View Sentries (45) w A Add Sentry =
I
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NBAD methods

o Behavior sentries

- Checks for volume changes in behavior that occurs in regular seasonal patterns
- If a behavior change occurs, an alarm will be generated

- Behavioral sentries can be deployed in environments with consistent or repetive amounts of
traffic

- Example: Typically a mail server communicates with 100 hosts in the night, suddenly it starts
communicating with 1000 hosts instead

e Anomaly sentries

- Checks for activity changes of the entitiesinside a view
- Detects new or unknown traffic or changes in the amount of time a

- Ifan anomaly is detected, an alarm will be generated

05:30 0F:00 03:30 i‘-‘_ﬂ:l’.‘ll’.‘l 11:30

- Behavioral sentry -> volume based

- Anomaly sentry -> activity based (% changes)

- Example: A monitored host inside a network would start to coi
external network instead of 16% of its time

© 2010 Enterasys Networks, Inc. All rights reserved.
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e Threshold sentries
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- Monitors traffic and objects that exceeds a configured threshold

- Useful for monitoring utilized bandwith or number of clients connected to a server

- Example: Create an alert if more than 100 connections are established with a certain

serverin the network

e Security/policy sentries

- Monitors traffic inside a view for policy violations at network or application level

Monitors for violations of usage policies

- If any traffic is detected, that meets the sentry criteria, an alarm will be generated

- The security/policy sentry is a derivate of the threshold sentry but with a

threshold of one

- Example: A user attempts to make a SSH connection to a server, which he is not

entitled to do

e Custom sentries

On

Off

© 2010 Enterasys Networks, Inc. All rights reserved.
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VoIP - non local traffic -;enler asys

©JDragon - Network Surveillance - Mozilla Firefox -0 x

Soubor  Uprawy Zobrazit  Historie  Zélodky  Mastroje  Mapowsda

6 - T c K i IC‘IIhttps:,l',l'lD.150.1?.5,l'console,l'qradar,l'jsp,l'QRadar.jsp

Dragon Al &, admin ;
: Dashboard | Offense Manager

b '|G00gle

Event Viewer | Assets Wl IVLTESATRETIR] -8 Flow Viewer

g enferasys

Dragon Time: 14:00 | CONFIG | HELP | LOGOUT
—

Global Views Asset Map Bookmarks QRL Options Time Until Refresh: 178 ] il
Pivot To || << <<< Inbound Bytes (Normal) 3> 3> || QRL Definition
Base Views Scale 4]+ Thursday, Apr 16, 2009 Size (Al+-) | View: nets
Anplications | Layer: bites
Cliert | Server 16 k Derived Layer: Mormal
Threats Direction: all
Geographic i Metworks: (A0
Flow Types WolP_Metworks
Callector Campaonents:
Bk All
Custom Yiews Remaoves:
FlowShape 4k Mone
Layers | 2
% BytesiSecond 11:48 1216 12:44 1312 13:40 14:08
» Mormal wolP_Networks - 172.17.0.0/16... Select Tirme: Current 167 %
Log Mo Sub-components Tirme Period: Mow i
Bits/Second
Bytes/Packst Aaeisenin
BytesiHost
10 | << <€ Outhound Bytes (Normal) EEE =>|
PacketsiSecond Scale (Al+]) Thursday, Apr 16, 2004 Size (Al+-)
Mumber of Hosts 35k
LInique Ports
3k
View Flows 25k
\Vieuu Flowes Search 2k
15 k
1k
500
o I
1:48 12116 12:44 1312 13:40 14:08 L
WolP_Metworks-172.17.0.0M16... Select Time: Current 167 B
Ma Sub-companents Time Period: Mow =

A Add Sentry m




What applications VoIP talking non local -gsent‘e{quks

E)¥Flow List - Mozilla Firefox __|EI|5I

ﬂﬂ l https:{10.150,17.5/consalejdojqradar{dataminesearchzdispatch=perfarmSearchistart Timebs= 123987927 08end Time Abs=123987957 08 angeSt art=1 2396745398 angeEnd= 12396645598 me=123957 94208 aspect=altint erval=Safulliietworkiame=YalP_Networksay ¢

| Seamch. T HSa\re Search Actions ¥ DiSp|a\l'|.4.pplication ;I e ‘
Viewing flows from 20090416 11:35:39 to 2009-04-16 14:22:39  View: | Specific Interval j
Grouping By:
Application

Current Filters:
Source or Destination MNetwork is any of WolP_Metworks  (Clear Filter),  Flow Direction is any of [L2R or R2L]  (Clear Filter)

Fii ™ =,
HTTFWeb 5 768,659
Unknown_TCP
ICMP X
\ O (83.2%) HTTFWeb
FTP O (16 3%) Unknown_TCP
B {0.3%) [CMP
DMS-Fort B (0.1%) FTP
DHCP
MortonChost
0 1,000,000 2,000,000 3,000,000 4,000,000 5000000 5,768,658
L. AN v
(Hide Charts)
_ I Destination I Source | Destination | Total Bytes | Source Destination Total
‘ ‘ Application Source IP Source Network Destination IP ‘ Port Destination Network ‘ Bytes Bytes - Packets Packets ‘ Packets Count ‘

O HTTPYeh hdultiple (4) other hultiple {2 an WolP_Metwarks 5 768 65t 0 5765 659 18217 i] 15217 33

E Unknown_TCP multiple (5) Multiple (3) Multiple (3) Multiple (36} Multiple (2) 1130123 0 1130127 g0a7 i 2057 131

B ICMP fultiple (113 other hiultiple (124} 0 WolP_Metworks 24080 a 24 080 430 i} 430 185

W FTF 17217.8.37 WiolP_Metwarks 17213349 21 ather G489 0 G489 13 1] 131 10

W DME-Fort tultiple {2 WolP_Metwarks 1721601470 53 other 1187 0 1187 18 i] 18 g

O DHCP 172.128.1.208 other hultiple {2 Ga WolP_hetwarks 710 0 710 2 i] 2 2

B MortonShost 172171135 WolP_Metworks 172.137.1.209 Multiple (2 other 68 a 648 T i} T 2

“ Hotavo 10,150,175 )
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Snmp traffic

) Dragon - Network Surveillanice - Mozilla Firefos

Soubor  Cpravy  Zobrazit  Historie  ZéloSky  Néstroje  NépowSda

bl c }f; b IC‘I!https:,l’,l’lD.150.1?.5,|'conso|e,l’qradar,l’jsp,l’QRadar.jsp 7T '|G90gle ;‘

LS G| Network Surveillance

Oragon Time: 13:44 | CONFIG | HELP | LOGOUT

Dashboard | Offense Manager | Bvent Viewer

i) enterasys

Global Views Asset Map Bookmarks ORL Options Time Until Refresh: 146 Q ol
Pivot To || €< <=<g Inbound Bytes {(Mormal) ==z > || QRL Definition
Server Applicat... Scale (A+]) Thursday, Apr 16, 2009 Size (Al+|) | View: apps_server
Server Applicat... T Layer: bytes
== Full Metworks Derived Layer: MNormal
50 & " | = Direction: all
Layers Metwotks: (Al
= BytesfSecond 45 k a | 121/ Branches
= Marmal Components: (Al
Log 20 % : SNMP-F‘DHS
BitsfSecond Removes:
Bites/Packet 15 ki Be B8 = = J : HEpgeenia-
Bytes/Host ! | : | Inverselskknown
10 o i | | A :
L 1] 12:57 13:08 1315 13:24 13:33 13:42 | TopN |
PacketsiSecond
Mumber of Hosts ShMP-Ports Select Time: Current: 55 T Inbound Bytes
Mo Sub-companents Time Period: Now = 432.2 KB (7.2 KBIg)
View Flows | 4 Add sentry » }_—
—
.\‘Jieuu Flome Search |
| <L << Outhound Bytes (Mormal) E = >>| Outhound Bytes
Scale (&)+]) Thursday, Apr 16, 2008 Size (&]+]-) 14.6 KB (249.0 Bis)
12 k e —
10 k
Bk -
6k
4k +
2k 1
i | ; " : !
Lt 12:57 13:06 13:15 13:24 13:33 13:42 UL
SMMP - Ports Select Time: Current: 55 5
Mo Sub-components Time Period: Maow: it

- Add Sentry m
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©¥Flow List - Mozilla Firefox il o =S
ﬁﬂl https:/}10.150.17.5/consals/dafqradar{dataminese archedispatch=performSearchistar Timeabs=1239880470%endTime Abs=1 2398307 708+ andeStart=1 23088041 26rangeEnd=1 23085081 28t me=12308806 20 Raspect=all3inl |
‘ Search.. ¥ | Save Search Actions ¥ Display | source or Destination 1P =l < ‘
Viewing flows from 2009-04-16 13:13:32 to 20090416 13:18:32 ( Slice 2 of 3 ) ( Eirst | Previous | View All | | Next | Last ) ( Duration is 5m) View: | Real Time {auto refresh) j
Grouping By:
P
Current Filters:
Source or Destination Metwork is any of Branches  (Clear Filter),  Flow Direction is any of L2L  (Clear Filter), Application is any of Misc. SNMP-Forts  (Clear Filter)
s ™ )
10.150.17.8f 4,800 545
10.150.17.10 2835675
O42.8%) 10.150.17.8
172.17.193.1 B (26.2% 10.150.17.10
10.184 207.13 m(10.7%) 172.17.1559.1
| (9 4%) 10.184.207.13
10.150.17.14 |
i | | (3.0%) 10 .150.17.14
10.185.63.86 198.525 | 0O (1.8%) 10 185 63 .86
10.164 16 42 f 183,281 .'I | (1.6%) 10 164 16 42
L o (1.6%) 10 150.66.98
10.150.66.98 (TP 176,147
i O(1.5%) 10.164.240.18
10.164 240,18 158.535 | (1.5%) 10.164.240.50
10.164.240.50 166,388 |
a 1,000,000 2,000,000 3,000,000 4,000,000 4,800,645
\ AW /
(Hide Charts)
| | IP Bytes In Bytes Out Total Bytes « Packets In Packets Out | Total Packets Host Count Count
] 10.180.17.8 653161 4147 484 4800645 2107 13078 15185 1495 1495
= 101501710 aeaan 2045 854 2035675 B BED 14142 21 002 457 1879
[ | 172171891 A3 756 627 063 1196 824 5 266 5 266 10532 1 1
] 1018420713 260962 T84 834 1055 796 3454 10732 14 186 a3 176
] 101501714 i 335524 33554 0 941 941 2 2
O 10185 63.86 1884625 0 198 525 1248 0 1248 1 11
=] 10.164.16.42 183281 1] 183 281 1744 0 1745 1 23
] 10150 66.88 i] 176147 176147 0 1782 1782 2 10
O 1D.1E4.24_D.18 168 636 0 168 636 473 0 473 1 1
=] 10.164.240.50 166 888 1] 166 888 468 0 468 1 1
10184 166250 B4 707 72488 1371493 B36 [SEL] 1274 1 afi LI
rave [T (S IR 112131121

_—

| 10.150.17.5 ) /R
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SNMP anomaly?

¥JDragon - Flow ¥iewer - Mozilla Firefox ;lilll

Soubor  Cpravy  Zobrazit  Historie  Zalodky Mastroje  Mapovéda

‘; |- c x TR Iﬁlhttps:,l’,l’lD.150.1?.5,|'console,l’qradar,l’jsp,l’QRadar.jsp

come, admin

7. |'|G00gle

Dashboard | Offense Manager Assets | Network Surveillance JE[VRYTITTETg

Dragon Time: 10:57 [ COWFIG | HELP | LOGOUT

| Search.. ¥ | Save Search Actions ¥ Display| Source or Destination [P =l Q |

Viewing flows from 20090416 07:48:00 to 20090416 10:48:00 View: I Last 3 Hours j
Grouping By:
IP

Current Filters:
Protocol is UDP (Clear Filter),  Source or Destination IPis 10150 6698 (Clear Filter), Source or Destination Paort is 161 (Clear Filter)

-

' ™ ™
10.150.66.98 86,800,022
10.160.7.202 40,714,994
O (50.0%) 10.150.66.98
L B (23.5%) 10.160.7.202
LHL BN S 695 4 B (22.9%) 10.160.7.234
.*'\u B (1.9%) 10.164.200.2
10.164.200.2 3,283,593 B (1.8%) 10.164.200.18
10.164.200. 15 [ 3, 105,546
0 10,000,000 20,000,000 30,000,000 40,000,000 50,000,000 60,000,000 70,000,000 86,800,022
\ e -,
Hide Charts
[ IP Bytes In Bytes Out Total Bytes > Packets In Packets Out Total Packets Host Count Count
o 10.150.66.98 50410883 7388138 86 800 022 A6 059 64 G032 130661 4 723
5] 10.160.7.202 0 40714994 40714894 i 33 666 33666 1 178
] 10.160.7.234 0 39 695 889 39 695 589 o 32 493 32493 | 1 179
-] 10.164.200.2 3283593 0 3283593 33347 0 33347 1 183
= 10.164.200.18 3106 546 o 3105 546 31255 ] 31255 | 1 183

Hotivo 10150175
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Detail of SNMP communication

¥JDragon - Flow Yiewer - Mozilla Firefox = II:[LE]
Historie  ZaloZky  Mastroje  Hapovéda ;
Oragon Time: 15:24 | TOOLS:

E| Return To Results .rE‘_;Print ‘
Flow Type: Standard Flow Protocol: udp_ip 7
Flow Direction: LaL
Source IP: 10.120.84.203 Destination IP: 10.120.86.10
IPvG Source: |2 IPv6 Destination: =
Source Port: 1064 Destination Port: 161
Flow Source: dsce Flow Interface: ethi
Source QoS: Best Effort Destination QoS: Best Effort
Source ASN: a Destination ASN: 0
Source i index: a Destination If Index: 0
Start Time: 2008-05-1815:20:30 Application: SHMP-Ports
End Time: 2008-05-1815:20:30 Custom Views: Falicyvialations. Unknown_Local_Service

FlowShape MearSame_Internal

Source Payload

2 packets,

353 bytes
Destination Payload

2 packets,

493 bytes

.................. F R e | R o =1 of - B B | SC I
P e e Ko BLURGIWEZ Al LglB. L CT-L om0l
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SSH

¥ Dragon - Flow ¥iewer - Mozilla Firefox

Soubar  Upravy  Zobrazit Historie  Zalozky  Méstroje:  Napoveda

i [F

fv c x TRt Ijj] https://10.150.17 .5/consolefqradarjsp/QRadar. jsp

Google p e

GO mie; Sdmin

Dashboard | Offense Manager Event Viewer | Assets | Network Surveillance [RalIVRNETE

Oragon Time:11:08 | CONFIG | HELP | LOGOUT
coomv o

Search. ¥ | Save Searsh Actinne ¥ Display | source or Destination [P | 2] |

Viewing flows from 2009.04-15 11:06:00 to 20090416 11:06:00  View: | Last 24 Hours j
Grouping By:
IP

Current Filters:
Protocol is TGP (Clear Filter), Source or Destination Port is 22 (Clear Filter)

W

L8

s ™ ~
10.150.75.232 738,260,041 i
10.160.4.10 213,373,296
z O (47.0%) 10.150.75,232
10.160.4.11 205,476,920 B (12.6% 10160 4 10
10.160.4.21 181,760,132 m(13.1%) 10.160.4.11
B (11.6%) 10.160.4.21
10.160.4.20 156,041,812
f - ® (3.9%) 10.160.4.20
10.188.10.103 [J) 18,455,140 | o (1.2% 10.188.10.103
10.150.33 11 [0 156,681,899 i m(1.1% 10.150.33.11 Ll
| B (1.1% 10.150.17.5
10.150.17.5 [0 16,661,889
I O (0.9%) 172.133.4.66
172.133 4.66 !I 14,330,575 | (0.7%) 172.137.1.159
172.137.1.159 B 10,573,018
0 100,000,000 200,000,000 300,000,000 400,000,000 500,000,000 600,000,000 738,260,041
\ I J
Hide Charts’
P Bytes In Bytes Out Total Bytes v Packets In Packets Out Total Packets | | Count
5] 10,160.4.10 0 213 373 296 213373 296 0 163 891 153881 2 17
] 10160411 ] 205 476 920 205 476 920 o 148 163 146163 | 1 24
-] 10.160.4.21 0 181 760132 181 760132 0 131 082 131082 1 24
= 10.160.4.20 ] 156 041 812 156041 612 0 112 585 112535 1 24
O 10,188.10.103 18 455 140 0 13 455 140 13 506 0 13606 1 1
[ ] 10.150.33.11 16047 915 633974 16 681889 10255 8872 19127 | 1 5
£33 974 16047 915 16 G581 B89 10 255 19127 1 5 =

T o | << [RTEF

Hotivo 10150175
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Whom was he talking ssh? g enferasys’

&) Dragon - Flow Yiewer - Mozilla Firefox =|0O] =

Soubor  Uprawy  Zobrazit  Historie  Zalodky  Nastroje  Napovéda

é o v c x i Iﬂl https: {10,150, 17.5fconsole/qradar fjspfGRadar . jsp 1':? * |'| Google
Dragon oo e ed i ;
5 Dashboard | Offense Manager | Event Viewer | Assets | Network Surveillance JRaUITAYTITE g 9 emm
.Dra:g\'-.'nTl'l.rn.E:Z':‘L%i:ﬂB [ CONFIG -HE&.E‘ LOGOUT
‘ Search.. ¥ F—J Save Search Actions ¥ Displa\,f| Source or Destination [P ;I e ‘

Viewing flows from 2009.04-15 11:01:00 to 2009-04-16 10:13:00 View: I Specific Interval j
Grouping By:
IP

Current Filters:
Protocol is TCR (Clear Filter), Source or Destination [P is 1018075232 (Clear Filter), Source or Destination Port is 22 (Clear Filter)

F iz 7 W ™
10.150.75.232 738,260,041
10.160.4.11 205,476,920
O (50.0% 10.150.75.232
194 918,156
ULt 18, m(13.9% 10.160.4.11
| m(12.2% 10.160.4.10
10.160.4.21 181,760,132 1 4 (12.3% 10 160.4 21
' m(10.6% 10.160.4.20
10.160.4.20 156,041 812 J
172.128.99.21 [|63.021
] 200,000,000 400,000,000 738,260,041
\_ o =
(Hide Chart)
| | 1P Bytes In Bytes Out Total Bytes v Packets In Packets Out Total Packets Host Count Count
O 1015075232 736 260 041 0 733260041 532758 i 532756 5§ 89
W 10160.4.11 i 205476920 205476920 ] 148 163 148163 | 1 24
B 10.160.4.10 i 194812156 194918 156 a 140285 140385 1 16
W 10160.4.21 i 181 760132 | 181760132 ] 131 082 131082 | 1 24
W 10160.4.20 i 156041812 156041812 ] 112 585 112585 1 24
Ol 1721289921 i B3 021 63021 ] 541 41 1
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S

Dragon - Network Surveillance - Mozilla Firefox & |E||i|
soubor  Uprawy Zobrazit  Historie  Zalodky  Mastroje  Mapovéda
éi- o c X by .]:Ilhttps:,l',l'llj.15E|.1?.5,|'c0nsole,l'qradar,l'jsp,l'QRadar.jsp T:T - I' Google )-_'
Lrago ST
Dashboard | Offense Manager | Event Viewer | Assets A Flow Viewer | Reports g enfemys‘
Oragon Time: 15:41 | COMFIG | HELF | LOGOUT |
Global Views Asset Map Bookmarks QRL Options e =
Pivot To <= =<2 Inbound Bytes (Normal) =22 >>| QRL Definition
Server Applicat.. Scale (A]+-) Thursday, Apr 16, 2009 Size (Al+|) | View: apps_setver
Server Applicat.. 400K Layer: hyies
== Full Netwarks Derived Layer: Marmal
Direction: all
Layers 300 & Metwiorks: (4l
% EntesiSecond Server_Metwark
= Mormal 200 Kk Components: (Al
Log HTTPWek
BitsiSecond Remaves:
Bytes/Packet 100 k SEHS, SENEr
Bytes/Host Inverselsknown
10 ol
10:00 11:00 12:00 13:00 14:00 15:00 | TopN |
Packets/Second

HTTPWeh
Mumb f Host:
urnier atnnsts I Mo Sub-components

| < Add Sentry »

View Flows

\‘Jiew Flawus Search

Select Time: Current 360
Time Period: 6 Hours

g

| L

Outhound Bytes (Normal)

] =>|

Scale (A+)

Thursday, Apr 16, 2009

Size (Al+})

1

200 m

E00 m

400 m

200 m

10:00

HTTPYWeb
Mo Sub-components

« Add Sentry »

11:00

12:00 13:00

14:00 15:00

Select Time: Current: 360
Time Petiod: 6 Hours

-

Inbound Bytes
TEY.3 KB (131 KBis)

[———
|

Cuthound Bytes
o0y

Mo activity

:I

10150 n




HTTP traffic to servers
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E¥pragon - Network Surveillance - Mozilla Firefox - o] x|
Soubor  Dpravy  Zobrazit  Historie ZloBky  Mastroje  Nipowdda
é= - c K N ']jl hktps:f10,150,17 5/ consolefqradarjsp/QRadar jsp fT - I 7| Googls )_'
Lrago st
Dashboard | Offense Manager | Event Viewer | Assets eilla Flow Viewer | Reports - ’ enfemyﬁ'
Dragon Time: 1540 | CONFIG | HELP | LOGOUT |
Global Views Asset Map Bookmarks QRL Options ] =
Pivot To << =<< Inbound Bytes (Normal) e >>| QRL Definition
Server Applicat... Scale (A+) Thursday, Apr 16, 2009 Size (Al+|-) | View: apps_server
Server Applicat.. 400 & Layer: hytes
== Full Metwarks Derived Layer: Marmal
Direction: all
Layers 300k Metwarks: (A1)
% BytesiSecond Server_Metwark
= Mormal Caompanents: (Al
Lk ok HTTRweh
g
Bits/Second Removes:
Bytes/Packet 100 k APPS_servar-
BylesiHost Inwersalsknawn
10K a
14:36 14:45 14:54 15:03 15:12 15:21 | TopN
Packets/Second
Numbar of Hosts HTTFYYeb Select Time: Current: 55 = Inhound Bytes
Mo Sub-components Time Period; Mowe x 7471 KB (12,5 KBIs)
View Flows | = Add Senty » I_
Wiew Flowes Search
i | << << Outbound Bytes (Normal) L >>| Outbuﬂurgnd) Bytes
Scale {a+]-) Thursday, Apr 16, 2009 Size (Al+)
i o activity
800 m
600 m
400 m
200 m 4
o
14:36 14:45 14:54 15:03 15:12 15:21
HTTFWeh Select Time: Current: B5

Mo Bub-components

1]

Time Period: MNaow

1

|_ o
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[ Viewing flows from 2009.04-16 14:50:32 to 2009.04.16 14:55:32 ( Slice 2 Viewing flows from 20090416 14:55:32 to 2009-04-16 15:00:32 ( Slice 3 ¢
Feal Time {a Real Tirme {ar
Grouping By: Grouping By:
IF P

Current Filters: Current Filters:

Source or Destination Network is any of Server_Metwork  (Clear Filter),  Flow mource or Destination Metwoark is any of Server Metwork  (Clear Filter),  Flow

Application is any of Web HTTPWeb  (Clear Filter) Application is any of Web HTTPWeb  (Clear Filter)
£ | ™
10.150.78.39F 14,479,533 10.150.78.39 7| 28,020,288
172.130.2.122 356162 172.130.2.122 73,454 0FD
10.150.94. 142 [ 302,934 172.130.38.110 723,845
172.128.16.148 [P 300,180 172.128.2.103 208 568
172.128.2.114 172.130.10.206 197 084
172.130.90.159 [ 162,486 10.150,94.142 [1189 657
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172.128.1.54 172.130.10.117 §143573
172.128.52.144 [P137779 172.130.95.108 120,278
172.130.90.203 172.128.2.74 §117,708
i 1000000 2,000,000 3,000,000 4479533 0 10,000,000 20,000,000 28,020,288
L J . y
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) Flow List - Mozilla Firefox
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ICMP replies without request
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Chatting applications
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P2P applications used
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Others default detected anomalies 9 enfesasys

e HostScans

e TCPPortScan

e UDPPortScan

e Suspicious_ICMP_Type_Code

e Tcp_Udp_Port_0

e Large_ DNS_Packets

e Long_Duration_Flow

e Zero_Payload_Bidirectional_Flows
e Unidirectional_UDP_and_misc_Flows
e Unidirectional ICMP_Flows

e Unidirectional_ICMP_Reply

e Unidirectional_TCP_Flows

e Illegal_TCP_Flag_Combination

e Large_ICMP_Packets
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The need for correlation
NBAD is one of the information sources




The need for SIEM g enferasys’
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WithoSIENIEM

t istrators

Normalize

Firewalls

Host systems

Routers /

) Servers & applications
switches PP

IDS / IPS
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Building the Magnitude 9 enferasys
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e Relevance: Based on the weight of Networks and Assets, how relevant is this offense or violation
to you. Is it occurring in areas of the network that are not as important to you.

27%

N\
/ '\ Somewhat
/N

/ \
7 13%
/Not Much

e Credibility: How credible is the evidence. Credibility of the witnesses, if multiple witnesses
report same attack, credibility of overall offenses in increased

- l,--— e Severity: How much of a threat is the attacker, network, offense ..... to my enterprise.
@' ,__J E}J‘ Affected by object weights, asset values, category (type) of attacks, actual vulnerability of
targets, and number of targets

© 2010 Enterasys Networks, Inc. All rights reserved.
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Main Features

« Network Survaillance
» Assets
Offenses

Events
Flows

Reporting

Administration Configuration

© 2010 Enterasys Networks, Inc. All rights reserved.



Integrate additional external data

Integration & inline view of

identity mapping data:

Username
Usergroup
Switch / port location

Used authentication
mechanism: 802.1x, MAC,...

Connection type(s):
wired / wireless / VPN...

Assessment server
information (i.e. Nessus..)

Whatever you got that can be related to the system...

-; enferasys’
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Asset Profile

Mame

Description

IP Address 10.120.84. 56 VA Risk Level 1
Operating System How Threatening 10
Host Name (DNS Name) 10.120.84 56 How Threatened 2
Asset Weight | 0- Mot Important ||

MAC o00zB3:2324:BC |Hust Name 10.120.84 56
Machine Name

User Name BOB1 @ets.com |User Group anagement
Extra Data SWITCHIP=10.120.84.1 2WITCHPORT=0e.2.10,ALT, QD=802_1x

SHe Changes ] [ Cancel ]

Port OSVDE ID

Description

Risk | Severity

Last Seen

134
4445

© 2010 Enterasys Networks, Inc. All rights reserved.

1
1

2008-03-25 121502 (Passive)
2008-02-1910:30:01 (Passive)




The Attacker’s Identity ‘9 enferasys

Secure Networks"

Asset Profile [ Pars [ Histany

Name

Description

xxx§§x§§xx§ﬁxx§§x§§xx§§§xxxxxx§§x§§xxxxxxxxxx

i i

Cloze window ]

OsVDB _ Risk / .
Port D Name Description Severity Last Seen First Seen
2007-07-27 2007-07-24
123 1 015212 034530
pActive) Active)
Microsoft Windows platforms contain a flaw that may allow a
Microsoft _remu:ute attacker to execute arbitrary cnd_e. The issueis due to a flaw
Windows BREC in the Remote Procedure Call (RPCY Distributed Component 2007-07-27 2007-07-245
134 2100 OCOM Interface Chject Model (DCOM) interface that does not properly sanitize 4 020000 0a:445:00
Ove o rermote requests. If an attacker sends a spemall_y crafted message (Fassive) (Fassive)

© 2010 Enterasys Networks, Inc. All rights reserved.
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Approve Servers

Dashboard QeiHEEE ELET

Event Viewer | Metwork Surveillance || Reports

_ Dragon Time: 10037 | CONFIG | HELP: |
_— _— _

* My Offenses

# all Offenses | Server Discovery |

* By Category To discover servers {assets) invour deployment based on standard server ports, select the desired role in the Server Type drop-down list hox and

; : click ‘Discover Servers',
# Py Attackers

# By Target Server Type: |Mai|SEWE[3 w;|
Y Pange .
@ Al O Assigned O Unassigned
# By Networl Ports: 246, 465, 587 110,143 9933, 895, 663, 1352 Edit Ports

+ Network Anomaliss Senver Type Edit this BB to define typical mail servers. This BB is used in conjunction with the Default-BR-False Positive: Mail Server False

Drefinition: Positives Categories and Default-BB-FalzePositve: Mail Server False Positive Events building hlocks. Edit Definition
* Sarver Discovery Network: Selectan object.. =
» j‘*"&?‘.’-“-t-{p"ﬁ'ﬁi.e’r": [ Discover Servers ]
X Eh e P Metwork - |
* pules 10.120.85.60 DragonLab.DataCenter |
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Attackers Identity Information ‘9 enfesasys

File Edit Wiew Faworites Tools Help #
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Time for real-time demo
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Questions? 9




“There is nothing more important
- en’e"asys® than our customers”
; Secure Networks" "7"7/,4‘/




