log4j - Logovaci systémy
v OS Linux

Semestralni prace z predmétu KIV/PD
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Jeden z nejpouzivanéjsich logovacich nastroja
Multiplatformni diky JAVE

Podpora a portace

* JAVA, C, C++, CG#, Perl, Python, Ruby

« PHP

*« Eiffel

Sirokd kdlovatelnost a nastaveni

LADARMO



Co log4j umi?

* Kam ukladat vystup?

*

*

*

Standartni vystup (konsole)

Textovy soubor
Databdze (mySQL,
Hibernate)

Smtp, sockety

XML (DOM, DOM4J)
HTML

Unix Syslog daemon

\

* Co logovat?

* Ant, Maven - buildovaci
procesy

# Tomcat, Glassfish (i
paralelni vstupy)

* Vyjimky, udalosti,
nekorektni operace

* Vse ostatni co zalogovat
chceme



o/ V4

Nastaveni a spusteni

‘\

* Co je potreba?
* Standatné
+ log4j-1.2.16.jar, log4j.properties (standartné
* JAVA1.2 +

* log4j+1.2.16.jar, pfimé pouZziti komponent (bez konfigura¢niho
souboru)

* DOM
+ log4j-1.2.16.jar, log4j.properties (standartné)
+ JAVA 1.4 +
+ DOM : log4j.xml, log4j.dtd (Ize i DOM4J)
* Experimentalné XOM



Konfiguracni soubor

\

log4.properties log4j.xml
* PropertyConfigurator.java * DOMConfigurator.java
* Konfigura¢ni soubor na libovolném  # Konfiguracni soubor na libovolném
misté misté
* Pojmenovan libovolné * Pojmenovan libovolné
* log4j.properties * log4j.xml
*  Musi byt v src/ *  Musi byt v src/
* Nazev presné log4.propeties * Nazev presné log4j.xml

*  Obycejny textovy soubor



Konfiguracni soubor

Soubor l]prg‘r,r Format  Zobrazeni MNapoveda
### direct log messages to stdout ### .
log4]. appender. stdout=org. apache. 1og4]. ConsoleAppender

0g4]. appender. stdout. Target=System. out

1
log4]. appender. stdout. Tayout=org. apache. logd]. PatternLayout
Togdy. appender. stdout. Tayout. ConversionPattern=d{ABSOLUTE} ¥5p %c{l}:%L - ¥min

Togdj. rootLogger=debug, stdout|

File Edit Options Encoding Help 100 %%
£?xml version="1.8" encoding="UTF-8"7>
{*DOCTYPE log4j:configuration SYSTEH "loghj.dtd” >
<log4j:configuration>
{appender name="stdout" class="org.apache.log4j.ConsolefAppender">
<layout class="org.apache.loghj.PatternLayout'>
{param name="ConversionPattern” value="Sebastians ¥HL: %d{ABSOLUTE} %5p

Be{13:%L - Zm¥n"/S>
</layout>
</appender>
{root>
<priority value="debug"><{/priority>
{appender-ref ref=""stdout™ />
{/root>
<{/log4j:configuration>




3 zakladni komponenty

‘\

T

* Logger

* Samotna instance pracujici se zpravami
* Appender

* Kam se ulozi vystup
* Layout

*Jaky bude mit format

Definuji vystup logovaciho
procesu

* Pouziti pfimo v .java kéddu nebo konfiguracnim souboru
* Log4j pouziva vlastni class loader



‘\

TRACE

*

Ladici vypisy

DEBUG

*

Ladici vypisy, pro ucely krokovani a debugovani

INFO

*

Informacni vypisy (vétsSinou upozorriuje na néjaké
Casové prodleni)

WARN

*

Varovani, neocekavané chovani, nevyplnény formular
apod.

ERROR

*

Zavazna chyba, ale aplikace mize dal bézet.

FATAL

*

Zavazna chyba, aplikace nemUize dal bézet

TRACE < DEBUG < INFO < WARN < ERROR < FATAL



Appender 1
e

* log4].rootLogger = DEBUG, stdout, Al

* Definujeme rootLogger prlorltu a_jehf‘"
appender (appendery) "

dfirazeny

Soubor ﬂprg'q.r Format Zobrazeni Mapovéda

|10g4j.rootLogger=dEbug, stdout, Al

Togdj.appender.5tdout=org.apache.1054a ConsoleAppender
log47]. appender. stdout. layout=org. apache. Tog4j.PatternLayout

# Pattern to output the caller’'s file name and Tine number.
log4ij. appender. stdout. layout. ConversionPattern=%5p [%t] (%F:%L) - %m%n

log4]. appender. Al—or? apache. 10?4] rRo11ingFileAppender
logdj. appender. Al e=example

log4j. appender. Al.MaxFileSize=100KE
# Keep one backup file
log4j. appender. Al.MaxBackupIndex=1

log4j. appender. Al. layout=org. apache. Tog4j.PatternLayout
log4]. appender. Al. Tayout.ConversionPattern=%p %L %c - %m%n




*

*

*

Appender 2
\

ConsoleAppender * AsyncAppender
* Vystup do konsole + JDBCAppender
FileAppender + mySQL, Hibernate, DB2,
* Vystup do souboru Oracle...
SMTPAppender * JMSAppender
« Vystup je posldn jako email ~ * SyslogAppender
RollingFileAppender * SocketAppender
# Po prekroceni max. Velikosti  * DailyRollingFileAppender
souboru je vytvoren novy + TelnetAppender
log. soubor

Appender definuje cil (kam se to ulozi).



\

* Kazdny appender umoznuje pouziti riznych layout(
« PatternLayout (nej¢astéji pouzivany)

* Pouziti ConversionPatternu

HTMLLayout (dobre se ¢te, tabulkové rozvrzeni)

DatelLayout

EnhancedPatternLayout

XMLLayout (pro externi analyzu, Ul analyzatory)

SimpleLayout

* Level — zprava

* % X *  *

Layout definuje jak se zprava zapiSe/ulozi.



Pattern Layout

\

* Formatovani log. udalosti tak aby vysledek vratil jako
formatovany retézec

* log4j.appender.R.layout=org.apache.log4j.PatternLayout
($F:%L)| -

* logé4j.appender.stdout. layout.ConversionPatterns
smsn

EBUG [main] (Main.java: ebug chyba..-.
IN main| (Main.java:32 o)
WARN [mai ain.java:33)-Warn

http://logging.apache.org/log4ij/1.2/apidocs/org/apache/log4j/PatternLayout.html


http://logging.apache.org/log4j/1.2/apidocs/org/apache/log4j/PatternLayout.html

File Edit Mavigate 5Search Project Run  Window Help

KE.E Problems (@ Javadoc (@) Declaration (E Console &3

" %% GEEEE) <+ & -r3-=0

<terminated> Main [Java Application] C:\Program Files'Javaljreb\bin\javaw.exe (612.2011 20:12:38)

DEBUG [main] (Main.java:31) - Debug chyba....

INFO [main] (Main.java:32) - Info

WARN [main] (Main.jawva:33) - Warn

ERROR [main] (Main.jawva:34) - Error

FATAL [main] (Main.jawva:35) - Fatal... aplikace spadla

-t Writable Insert 8:

- EE -0~  HE~- & &~ R R R i (& Java | #2 Javs EE
i = T
A1 Main java ( logd).properties m |
=
log4j.rooctLogger=debug, stdout =
logaj.appender.stdout=crg.apache. log4j.Consclefppender
logdj.appender.stdout.layout=org.apache.logdj.PatternLayout =
=
# Pattern to output the caller's file name and line number. ==
logdj.appender.stdout.layout.ConversionPattern=%5p [¥t] (MF:%L) - Hm¥n|
4 3




' O filey///C:/Users/fs/Desktop/htmiLayout.html

BK 4 Google I youTube "5 Seznam [Rf kinotip e certiconMail () Lidowky

Log session start time Tue Dec 08 01:00:22 CET 2011

Time Thread Lewel File:Line Message

Log session start time Tue Dec 08 01:00:2383 CET 2011

Tirme Thread Lewne] File:Line

1] main DEBIMG hMain.java: 28

main I MIFCy Main.java: 27

main VWARMN Main. java: 28

main ERRCOR Main. java: 2D

main FATAL hain. java: 20




log4j.appender.Al=crg.apache. logdj.Consclefppende

r

log4j.appender.Al. layout=crg.apache. logdj .

b All b Activate...

File Edit Mavigate Search Project Bun  Window Help

HrH RS -0 v  HET &S P 1 - -eera- = [Eava] 2 Java e
“““ AT Mainjava ( logdj.properties 23 = O || Bl Task List 23 = 08
; logdyj.rootlogger=DEBUG, Al " Ij> - | @%_: | 5o | x | @

o= Outline 52 @ ¥ =0
An outline is not available.
4 »
|!§i Problems (@ Javadoc (E% Declaraticn m - X % | =" | | = E-rc5>— 0
<terminated= Main [lava Apnlication] C\Proaram Files'Jawvatired intiavaw, exe 12,2011 1:32:16)
log4jrevent logger="Main” timestamp="1323131536375" level="DEBUG" thread="main"> -
log4j:message>< ! [COATA[Debug] ]></log4j :message>
flog4jrevents
log4j:event logger="Main" timestamp="1323131536377" level="INFO" thread="main":
log4j:message>< ! [COATA[InTo] ]*</logdj:messages
flogaj:event:
logajrevent logger="Main" timestamp="1323131536377" level="WARN" thread="main":
log4j:message>< ! [COATA[Warn] ]»</logd4j:messages
flogajievent:
logaj:event logger="Main" timestamp="1323131536377" level="ERROR" thread="main":>
logaj:messagesr< ! [CDATA[Error] ]></log4j :message>
flogdjevent:
logd4j:event logger="Main™ timestamp="1323131536377" lewvel="FATAL" thread="main">
log4j:message>«< ! [CDATA[Fatal] ]></logd4j:message>
flogd4j:event>

D{>

Writable

Insert




phpMuyAdmin

& @B e 0

| =] logs

( Zobragzit : | |3[] | Fadka zaginajici od | 0

| ve ‘ vodorovném

|E|| rezimu a opakovat hlavicky po

{© Nova tabulka

e
radcich
+ Mastaveni
:. +— ] — user_id date logger level  message

& Upravit |7 Upravit zde 3¢ Kopirovat @ Odstranit 2011-12-06 19:14:59.231 Main DEBUG Debug
& Upravit [s7] Upravit zde #¢ Kopirovat @ Odstranit 2011-12-06 19:14:59, 440 Main  INFO  Info

&7 Upravit |7 Upravit zde 3¢ Kopirovat @ Odstranit 2011-12-06 19-14:59 449 Main  WARMN Wamn

& Upravit [ Upravit zde 3¢ Kopirovat @ Odstranit 2011-12-06 19:14:59 455 Main ERROR Error

& Upravit |7 Upravit zde F¢ Kopirovat @ Odstranit 2011-12-06 19:14:59 462 Main  FATAL Fatal

& Upravit |¢7 Upravit zde ¥¢ Kopirovat @ Qdstranit 2011-12-06 19:16:55 697 Main DEBUG Debug chyba
&7 Upravit |7 Upravit zde 3¢ Kopirovat @ Odstranit 2011-12-06 19:16:55,908 Main INFQO  Info

& Upravit [ Upravit zde %€ Kopirovat @ Odstranit 2011-12-06 19:16:55,942 Main  WARMN Wam

& Upravit |7 Upravit zde F¢ Kopirovat @ Odstranit
& Upravit |7 Upravit zde ¥¢ Kopirovat @ Qdstranit

2011-12-06 19:16:55,949 Main
2011-12-06 19:16:55,955 Main

ERROR Errar
FATAL Fatal... aplikace spadla

+ Zaskrtnout vse / OdSkrinout vie Zaskrinufeé: 7 Zménit

& Odstranit [ Export

(Zobrazit : | |30 | Fadka zaginajici od ‘g

| ve ‘ vodorovném

|E|| reZzimu a opakovat hlangéky po | 100

fadcich

i

Vytvoreni tabulky :1 min, vytvoreni SQL konfiguracniho souboru 3min



_‘

log4j.rootLogger = DEBUG, DB

# Define the DB appender
log4j.appender.DB=org.apache.log4j.jdbc.JDBCAppender

# Set JDBC URL
log4j.appender.DB.URL=jdbc:mysql://localhost/pd loging

# Set Database Driver
log4j.appender.DB.driver=com.mysql.jdbc.Driver

# Set database user name and password

log4j.appender.DB.user=root

# Set the SQL statement to be executed.

log4j.appender.DB.sql=INSERT INTO LOGS VALUES('%x','%d",'%C','%p','%m")

# Define the layout for file appender
log4j.appender.DB.layout=org.apache.log4j.PatternLayout



*

*

*

*

Prima konfigurace

‘\

Delsi zapis
Neni tfeba zadny konfiguradni soubor

Rychlejsi — kontextova napovéda s dostupnymi
metodami

Human readable



i nging/src/Test

File Edit Source Refactor Mavigate Search Project Run  Window Help
CNrE® $-0-Q- #H#O- ®C - PRCED S -Flrvoero- £ (@7 Java ) 28 Jova EE
11 Main java ( logd]j.properties (m my.xml M_ Layout.class W Datelayout.class ] = B
S ] (i
* fparam args | &
*
public static void main(String[] args) { e
/{ TODO Auto-generated method stub &
=
FileAppender fileappender = null; .
try {
fileappender = new FileAppender(new TTCCLayout(™yyyy.MM.dd G 'at’ HH:mm:ss z"), "tcc.tx"); -
} catch (IOException e) {
// TODO Auto-generated catch block
e.printStackTrace(); =
Logger.addAppender(fileappender);
Logger.info("Welcome™); ==
Logger.info("to");
Logger.info("Rose India"™);
Logger.info("----------- "N
}
1 ]
teotx 4
1 -
22011.12.87 po Kr. at @1:82:83 CET [main] INFO Test.class - Welcome
32011.12.87 po Kr. at @1:82:83 CET [main] INFO Test.class - to
42011.12.87 po Kr. at 81:82:83 CET [main] INFO Test.class - Rose India
52011.12.87 po Kr. at @1:82:83 CET [main] INFO Test.class - -----------
6
1 ]
i Witable Smartlnsert | 26:42 ‘e fEk AN eRE




Chainsaw

& Chainsaw v - Log Viewer EE-_I
Eile View Currenttab Connectto Help

asls n@ER)ee 0| valx
| @ Welcome | Drac;&Drop L log files here |ZeroconF| @ d\a’nsaw-log| file-dog. xml ‘
P ‘ 8 &, | X Ileﬁlefnmsnl:| ,|
. RootLogger D Timestamp | Level | Logger Message Throwable Thread | application |
L Main 1 |2011-12-06 01:18:25,939 &  Main Debug main log. xml fi
2 |2011-120601:18:25,999 i\') Main Info main log.xml fi
3 |2011-12-0601:18:25,999 3 Main Warn main log. xml fl
FATAL
1 m 3
7| x
Level ERROR ik
Logger Main
Time 2011-12-06 01:18:25,999 3
Thread main
Message Error
NDC full
Class ?
0 hidden loggers D Method ° i

Plugin " started ‘D' - H e H 0,0/s ‘[I




(8 LogMX - [C:AUsers\fs\Desktop\logamml] =N E=R*
File Edit Tools Bookmarks Mindow Help

13 3 . % ? E g ‘ 3 '# Q |D Ci\Users\fs\Desktop\log.xml .|\yh% 3;

|115*|E§§3|(9| &”9’ : | | log4j_html_layout.htm lag xmi 22
® Mai 1D | Timestamp | Thread | Emitter | Level | Message |9
i (G 1 2011-12-06  main Main DEBUG Debug =
01:18:25,399
2 2011-12-06  main Main INFO Info

[¥] SEVERE,STACK,...

|
WARNING, WARN
[#]inFo
[¥] CONFIG
[¥]FINER, FINE,...
U [¥]FINEST,TRACE

|File loaded: 5 entries, format: Log4) XML log file, size: 751 bytes, date: Tue Dec 06 01:18:26 CET 2011, encoding: windows-1250 |[N0 search] |0 entry selected
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| Xpolog Center

€ - C |® localhost30303/logeye/roothtml IR S

Xpolog XpoSearch B _ixpus
Dashboards  Analytics  Administration Home
a
Folders and Logs Total Summary -+ Last 7 days v 11/30/2011 00:00 - 12/07/2011 00:40 &= —
Filter Entities

R =-~8

1500 / ®
@

100%: cPU |
S0%

) 01-Drec 00:00 02-Dec 00:00 03-Diec 00:00 04-Diec 00:00 05-Drec 00:00 06-Diec 00:00 o7 *
Folders and Logs Problems Summary B
Name Logs Status a:g:; Logs Events Logs Problems Predefined Autodetected % of Problems
Windows Event Logs Medium [ c|m|p] 5831 732 0 732 Y 100% e
a‘ Search 1-1of1

=

I Folders and Logs Most Severe Problems




XpolLog (log4j viewer)

= Xpolog Center

€« C' | @ localhost:30303/logeye/roothtm kdi

youTube 2 Seznam kinotip i certiconMail @ Lidovky mPnrlélZ('lu>Vﬂej1e @ discoCS »‘ SPX-Board | Logdjtutorial with T.. ™ The Apache Tomcat.. %L YouTube to mp3 Co... me.myktmigr.. >

S
P LB XpoSearch  Analytics _AXPLG
Dashboards Log Actions ~ Administration  Configuraton Tools  Settings Home

¥ Quick Filter
¥ Filters
» Actions ] o0 B35
h -
JoiEec L ls Diate Thread Priority  Class Method Source LineMumber
~ [ Example Logs 2008-11-13 14:03:50,377 Thread-5 ERROR  xpolog.eye.util. XMLUtl xpolog.eye.util. XMLUtl.parseXML KMLULLjava 252
[0 Access Log 2008-11-13 14:04:15,830 Thread-5 ERROR  xpolog.eye.util. XMLUtl xpolog.eye.util. XMLUtI.parseXML HMLUtI.java 252
E Log4] Log 2008-11-13 14:04:16,049 Thread-5 ERROR xpulug.eve.ut!l.XMLUt!l xpulug.eve.ut!l.XMLUt!I.parseXML XMLUt!I.]:ava 252
1S Log 2008-11-13 14:04:16,049 Thread-5 ERROR xpulug.eye.ut!I.XMLUt!l xpulug.eye.ut!I.XMLUt!I.parseXML XMLUt!I._!ava 252
2008-11-13 14:04:16,174 Thread-5 ERROR  xpolog.eye.util. XMLUtl xpolog.eye.util. XMLUtI.parseXML HMLUtIjava 252
£ Syslog Lag 2008-11-13 14:04:17,533 Thread-5 ERROR xpolog.eye.util. XMLUtIl xpolog.eye.util. XMLUtl. parseXML HKMLUtil.java 252
|- [ Example Applications 2008-11-13 14:04:46,846 Thread-5 ERROR  xpolog.eye.util. XMLUtl xpolog.eye.util. XMLUtl.parseXML KMLULLjava 252
} [ Trancaction Example 2008-11-13 14:04:47,049 Thread-5 ERROR wpolog.eye.util. XMLUtl wpolog.eye.util. XMLUtil. parseXML H¥MLUtIl java 252
» [ Windows Event Logs 2008-11-13 14:04:47,049 Thread-5 ERROR  xpolog.eye.util. XMLUtl xpolog.eye.util. XMLUtI.parseXML HMLUtIjava 252
2008-11-13 14:04:47,112 Thread-5 ERROR  xpolog.eye.util. XMLUtl xpolog.eye.util. XMLUtI.parseXML HMLUtI.java 252
¥ Monitors 2008-11-13 14:04:48,315 Thread-5 ERROR  xpolog.eye.util. XMLUtl xpolog.eye.util. XMLUtI.parseXML HMLUtIjava 252
2008-11-13 15:53:50,018 XPLGSchedMgr_Worker-0 ERROR xpolog.eye.media.db.DEMedia xpolog.eye.media.db.DBMedia.connect DEMedia.java 277
2008-11-13 15:53:51,096 XPLGSchedMgr_Worker-0 ERROR xpolog.eye.media.db.DEMedia xpolog.eye.media.db.DEMedia.connect DEMedia.java 277
2008-11-13 15:53:51,096 XPLGSchedMgr_Worker-0 ERROR xpolog.logic.ui.ctrl.admin.db.CtriMgrDbHandler xpolog.logic.ui.ctrl.admin.db.CtrlMgrDbHandler.setConfiguration = CtrlMgrDbHandler.java 69
2008-11-13 15:53:52,189 XPLGSchedMagr_Worker-0 ERROR  xpolog.eye.media.db.DEMedia xpolog.eye.media.db.DBMedia.connect DBMedia.java 277
2008-11-13 15:5 Thread-5 ERROR  xpolog.eye.util. XMLUtil xpolog.eye.util. XMLUtIl. parsexXML XMLUtil.java 252
2008-11-13 15:5 XPLGSchedMgr_Worker-0 ERROR  xpolog.eye.media.db.DEMedia xpolog.eye.media.db.DBMedia.connect DBMedia.java 277
2008-11-13 15:5 Thread-5 ERROR  xpolog.eye.util.XMLUtl xpolog.eye.util. XMLUtI.parseXML HKMLUt.java 252
2008-11-13 15:5 Thread-5 ERROR  xpolog.eye.util. XMLUtIl xpolog.eye.util. XMLUtl. parseXML XMLUtl.java 252
2008-11-13 15:5 Thread-5 ERROR  xpolog.eye.util. XMLUtil xpolog.eye.util. XMLUtIl. parsexXML XMLUtil.java 252
2008-11-13 15:5 XPLGSchedMgr_Worker-0 ERROR  xpolog.eye.media.db.DEMedia xpolog.eye.media.db.DBMedia.connect DBMedia.java 277
2008-11-13 15:5 XPLGSchedMagr_Worker-0 ERROR  xpolog.eye.media.db.DBMedia xpolog.eye.media.db.DBMedia.connect DBMedia.java 277
2008-11-13 15:54:04,658 XPLGSchedMgr_Worker-0 ERROR  xpolog.eye.media.db.DBMedia xpolog.eye.media.db.DBMedia.connect ia.java 277
2008-11-13 15:54:06,080 XPLGSchedMgr_Worker-0 ERROR xpolog.eye.media.db.DBMedia xpolog.eye.media.db.DBMedia.connect DBMedia.java 277
2008-11-13 15:54:07,064 XPLGSchedMgr_Worker-0 ERROR  xpolog.eye.media.db.DEMedia xpolog.eye.media.db.DBMedia.connect DBMedia.java 277

i [

| nmmmmmmnn Oseconds | Stop | &2 | Tail |
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Log4j vs. syslog-ng

log4;

Multiplatformni

*  Xubuntu 11.10

*  Win 7

Sirokd skalovatelnost
Vhodnéjsi pro vyvoj aplikaci
Nevhodny pro logovani sitového
provozu

Pomalejsi nez syslog-ng

*  Prodleni v radech milisec.
Rychlé nasazeni

Zadarmo

\

syslog-ng

O néco rychlejsi nez log4j
Na WIN jediné pres CIGWIN

e/

Standartni open source
zadarmo

* Enterprise reseni placené
(email, databdze...)



Problemy

‘\

* ApacheTomcat
* JDBCAppender
* Moznost vlozit Skodici SQL dotaz
* SMTPAppender
* Ne vzdy funguje
* Problém s portem 25
+ Potreba dalsich knihoven (smtp.jar, mail.jar,...)



JAVA 1.2+ (1.4+ p¥i pouziti DOMu)
Zakladni nastaveni smin

Komplexnéjsi nastaveni déle (web servery)
Pfechod z/na syslog-ng nakladny a pracny
* Rozdilné pristupy

JAVA 1.4 defautini logger

* Prechod nalog4j1-2 min

* Java.util.Logger -> org.apache.log4j.Logger



Pouzite zdroje

‘\

* http://tomcat.apache.org/tomcat-5.5-doc/logging.html

*  http://www.laliluna.de/articles/posts/log4j-tutorial.html

* http://[vsadnajavu.cz/2011-03/java-j2ee/log4j-reader-logmx/
*  http://www.dankomannhaupt.de/projects/

*  http://www.roseindia.net/tutorials/log4j/html-layout-log4j.shtml

*  http://www.dankomannhaupt.de/projects/jdbcappender/src/org/
apache/log4ij/ijdbcplus/examples/test/log4j.properties

*  http://logging.apache.org/chainsaw/index.html

*  http://[www.xpolog.com/
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Dékuji za pozornost.




