Bezpechost dnes v 7 hodin rano
tentokrat v roce 2011

bodik & Cuba++

m lfj!




Vitejte po 0x04-thé

And now something globally different

Keynotes:

DigiNotar, Comodo hack - PKI v kopru

RSA hack a jak na to prisli...

Mobilni telefony ukazuji kde jste ...IPhone + Android
BEAST SSL Attack explained

... ale nejdriv uspime techniky



Upozorneni na mrvy uhel

Parkovaci kamera
Upozorneni na hrozici srazku
Automaticka brzda

Ridiésky alerting

Detekce chodcu

Adaptivni tempomat

ABS ESP

12 Airbagu

Pilire bezpecCnosti



Znamena to, ze se ve Volvu nezabiju?
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ite bezpecnostl



Pilire bezpecnosti

No neni to Volvo, ale zase Ford.



Technicke prostredky pomahaiji...

... ale prusvihy délaji lidi
nehledé na technické moznosti
(Lady Gaga CD + WikiLeaks

)

Pilire bezpecCnosti



Pilir I: bezpecCnostni systemy nefunguiji
na utoky mimo kontext

Utokt "mimo kontext" je vic

Pfi projektovani systému je potreba vénovat Sirokému
pohledu na vec. Je potreba odpovidat na mnoho
otazek

"Co kdyz...? "

Pr.

Xterm (LPS admini, Xterm, ssh. krb. su. vSe jak ma
byt, ale X11 se dalo odposlechnout, hehe)
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Pilir I: bezpecCnostni systemy nefunguiji
na utoky mimo kontext

procC se .... s firewallem, kdyz maji otevreny zadni vchod...




Pilir II: oCekavej prusvih, uplet
bezpecnostni sit a adaptuj se.

Ukaz lidem, jako hodnotu maji informace, jak snadno mohou
utect a jak mohou pomoc pri obrane dat.

Spolecnost XY ... 2 roCni rozpocCty na bezpecnostni skoleni,
které funguje. Ted ma spolecnost 2000 zaméstnancu - 2000

bezpecnostnich senzoru.

...there are three kinds of companies:
one that has been broken into, one that is going to be, and one

that
IS going to be again.



Pilir II: oCekavej prusvih, uplet
bezpecnostni sit a adaptuj se.

Ukaz lidem, jako hodnotu maji informace a vysvetlu;!

Richard Feynman: Oak Ridge Facility problem:

Prijel jsem do Oak Ridge a nejdriv jsem se dal provést zavo-
dem. Nic jsem nerikal, jen jsem si vSechno prohlizel. Zjistil jsem,
ze situace je dokonce horsi, nez Segré hlasil. VSiml si spousty
kKrabic v jedné mistnosti, ale uslo mu, ze za zdi, v druhé mistnosti,
jsou dalsi - a takovych veci bylo vic. A kdyz mate priliS mnoho
stépného materialu pohromade, tak to bouchne, chapete?



Pilir lll: ocekavej, ze lidi udelaji chybu a
priprav se na to.

“Expect that people will make bad trust choices”

Socialni site mohou obsahovat odpovi i -
na kontrolni otazky, které pouzivate }3{.‘33.
jinde na webu... nebo dokonce v praci = § gl

DISNEY

Teaching you not to talk to strangers,
Unless they're hot



Pilir IV: predpokladej, ze tvoje prostredi
je Jiz napadeneé. To je, co?

He also said it's easier than ever to fool a well-intentioned
iInsider into doing bad things. It's becoming harder and harder
to differentiate boring work email from boring phishing email,
because they look very similar.

Stuxnet at its best!

Prosim vyplnte tento dotaznik TPoS pro HR oddéeleni...



Pilir V. Porad prehodnocuj predpoklady

“Reasonable targeting” on the part of attackers no longer
applies, said Thompson. It's no longer safe to assume that
those with access to the most valuable data within an
organization are the most vulnerable targets. “The pillars of

trust, the things that we rely on, are starting to erode”, he
added.

PI il

RSA attack probereme posléze,
ale kdo usne, tak to neuslysi




... osel ....

... no tak to bychom méli trochu manazerskych kecu ...
« zkusme je tedy aplikovat do praxe ...

o aha, takze jak to tak vidim, tak leto jsme na poli bezpecné
komunikace na internetu ve fazi PLAN ..

* po 20ti letech jsme opéet v PLANkach ...



PKI, World CA ... final review

* bezpecCna komunikace pres internet
o Sifrovaci algoritmy

o Sifrovani je super, ale je potfeba védet s kym (key mgmt) a proto
mame PKI

o sestaveni bezpecného kanalu maji nastarosti protokoly --
SSL/TLS

motto:
"VisS s kym spis? "




PKI, World CA ... final review

* na tento systém se da utocit na vSech Urovnich a take se tak
déje (stara pisnicka)
o utoky na uzivatele

= SSL Strip (fiSink :)

o Utoky na implementaci
» |E5 basic constraint, x509 null byte DN

o utoky na protokol nebo crypto algo
* TLS renego, BEAST (2k11)

o utoky na infrastrukturu
* Domain validation, CA penetration (2k11)




BEAST (2k11)

kraska a beast

7.@)

« Spatna implementace CBC sifrovani

o cojeto CBC, k ¢cemu je IV
o prvni IV by mél byt velmi nahodny, bohuzel ...

Predpoklady: MITM, JS, znalost nasledujicinho webu, ¢as
Prevezmeme klientuv prohlize€ ... tfeba BEEFem (2010)
BEEF otevie spojeni na https://www.paypal.com (a drzi ho)
Klient mrkne na paypal, ale my vidime do spojeni...
"chosen-plaintext-recovery"” utok => dostaneme 1V
odhaleni/desifrovani autentizaCnich cookies

cookie replay attack a jsme tam, hura!

Chapete to?




PKI, World CA ... final review

« na tento systém se da utoCit na vSech urovnich a také se tak déje (stara pisnicka)

o 2011
= peast
= ca penetration




review

PKI, World CA ... final

.. ve skute€nosti je 0 néco slozitéjsi ...

lvan Risti¢;: SSL Threat model

Trust path validation bugs

NUL-byte certificates
Leaked CA Certificates
Rogue CA Certificates
Rogue Sysadmin
Server Compromise .
Backup Compromise

|
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PKI, World CA impl .. final review

* jsou zde 2 extremy, utoky na "konce"
o Sslstrip (aka fiSink) na uzivatele bude fungovat vzdy

o penetrace CA bude fungovat vzdy, letos pritekla posledni
kapka ...




PKI, World CA impl .. final review

Comodo (23.3.2011 )

o 2ha nejvetsi CA

o dcefiné autority podepsaly: mail.google.com, login.skype.com,
www.google.com, ...

DigiNotar (30.8.2011 1)
o mala CA v Holandsku
O podepsala: *.google.com,*.thawte.com,www.update.microsoft.com

. 77?7

... a takovych CA je fakt hodne a vsechny jsou si rovny
o ... | presto ze jsou v hierarchii :)



PKI, World CA impl .

 Browser based PKI
o cca 650 firem
o vSechny mohou vydat certifikat pro
kohokoliv

* Ok ... PKI jako systém neni
Spatny navrh

e V praxi vSak kompromis
zabezpeceni vs. pouzitelnost
zasel prilis daleko ...




PKI, World CA impl .. final review

* ... ajak vypadaji statem povérené organizace které se maji starat o PKI nebo DNSSEC ...
ica.cz a jeji SSL certifikat vyprsel 16.4. ... jeste 20.4. tam ale byl ... 21.4. je to opraveno, Cert ma datum vydani 19.4.2011 ... ;-)

a' | & https//wwwica.cz/ P~ € X|| & Certificate Error: Navigatio...

There is a pro
[

i ) https:/fwww.ica.cz
The security certi

Security certificat]

We recommend

@ Click here to d

% This Connection is Untrusted

You have asked Firefox to connect securely to www.ica.cz, but we can't confirm that your connection
¥ Continue to t is secure.

Normally, when you try to connect securely, sites will present trusted identification to prove that you
More infor are going to the right place. However, this site’s identity can’t be verified.

? 4 1
What Should I Do? /' [ SSLError =l

&= C' & hoss/ /www.ica.cz

If you usually connect to this site without proble:
impersonate the site, and you shouldn’t continug

Get me out of here!

Technical Details
The site's security certificate

has expired!

www.ica.cz uses an invalid security certificate,

The certificate is not trusted because no issuer ¢

The certificate expired on 4/16/2011 1:15 PM. Th You attempted to reach www.ica.cz, but the server

presented an expired cerificate. No information is available
to indicate whether that certificate has been compromised
I Understand the Risks since its expiration. This means Google Chrome cannot

(Error code: sec_error_unknown_issuer)

guarantee that you are communicating with www.ica.cz
and not an attacker. You should not proceed.

[ Proceed anyway ] [ Back to safety]

» Help me understand



http://ica.cz/

PKI, World CA impl .. final review

e cOStim?




PKI, World CA impl .. final review

co S tim ? -- browser based trust

o Ulozisté certifikatu rizené uzivatelem
= rucné orezat strom PKI

= .. tezko si predstavit uzivatele ktery se vyzna v 650ti
zaskrtavatkach

o izolované ostrovy duvéry
= vSechny certifikaty si uzivatel musi explicitné naimportovat
» kde je vezme ? jak je ovéri ? dopadne to stejné klikanii ...
= nicméné takle je to spravné, uvidime posléze u notaru ;)

o Ulozisté certifikatu rizené doménou-organizaci-firmou
= v korporacich fidit trust politikou a centralnim nastavenim
= teézko si to predstavit pro domaci uzivatele (viz **)




PKI, World CA impl .. final review

e costim ? --dns based trust
o DNSSEC

» distribuovat informace o verohodnych certifikatech pomoci DNS
= pouze "vasSe doména" muze vydat certifikaty pro vase servery
= | pfes nasledujici radky vézme, ze to je mozna cesta !!!

o COZ Zznamena ...
= pfi koexistenci PKI a DNSSEC/DANE se utocny povrch jesté zvetsi
(systemy CA + interni systémy organizace)

= ale nejen koncové sité, ale také registratofi budou v fetézci duvéry

= registrator ? (.cz|.cn|.usa ...) to je vladou povérena organizace >>
LOL

» v kazdém pripade ménime jedny za druhe, systém je pouze vice
rozmelnén

= vyrobci browseru budou muset dale implementovat varovani o
nesouladu informaci mezi DNSSEC a PKI ...
= ... uzivatel tomu stejné nerozumi uz ted ...



PKI, World CA .. final review

e costim? --
o Dan Bernstein

<)

=

g

» DNSSEC jako dalSi system zanasi systémove chyby
(implementacni, architektonicke)
* pouze dorucCuje adresy, ale zabezpecit stejné chceme stranky
(skuteCna data)
» pokud ochranim stranky podpisem (PGP), co pro meé déla
DNSSEC ? ...

= CurveCP + DNSCurve
» navrhuje Sifrovat kazdy paket zvlast

* uprimné receno neni mi jasné jak je zabezpecena distribuce
Klicu ?



PKI, World CA impl .. final review

* nejaky dalsi napad ?




CA Transparency and Auditabllity

Ben Laurie <benl@google.com>
Adam Langley agl@google.com

1. Kazdy verejny cert bude publikovan do verejného audit logu
certifikatu.

2. Kazdy cert v tomto logu ma u sebe auditni dukaz (hash tree)
- seznam hashu odshora az dolu viz Merkle signat.

3. Server posle tyto "dukazy” spolecne s certifikaty a browser
je MUSI ovérit

4.Vlastnici domén musi prochazet verejne audit logy aby
mohli najit problematické certy.


mailto:agl@google.com

PKI, World CA impl .. final review

. né&jaky dalsi napad Il ?




PKI, World CA .. final review

e costim? -- consensus based trust

o Convergence.io
= pouzit tfeti stranu pro ovéreni nabizeného certifikatu
Z jiného uhlu pohledu

Basic Premise




PKI, World CA .. final review

e costim? -- consensus based trust

o Convergence.io
» .. nespolehat se vsak jen na jednoho notare ...

Basic Premise




PKI, World CA .. final review

e costim ? -- consensus based trust

o Convergence.io

= .. notare je mozne si vybirat ...
= systéem knizete Svatopluka
= jeden proutek se zlomi snadno, ale 3 najednou ?

Consensus

-

Eoun C@ Minority

-

-
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e costim? -- consensus based trust

o Convergence.io

= na strané serveru neni potfeba nic ménit
* na strane klienta je potreba plugin
= super, ale uzivatel tomu rozumi stejné jako PKI, vyskocCi hlaska o
nevhodném certifikatu a co dal ?
= | uzivatel by si mél seznam notart sam fidit (trust agility)
» kde je pro n€j rozdil mezi CA, DNSSEC a notarem ? nikde, stale jej
otravuje varovne okénko ...

= pokud jeden z notaru fika néco jiného nez ostatni, znamena to ze
|Ze, nebo Izou vSichni ostatni ?
= ... a kdyz to bude 50:50 ?



PKI, World CA .. final review

* CO S tim ? -- user controlled trust
o convergence.io je technikalie, ALE navrh se opira o
nekolik zajimavych viastnosti ...

» rozhodnuti o duvére nezavisi na jednom systemu,

» mySitkem si muze vybrat miru duvery,

= kazdy sam za sebe, nikoliv vyrobce prohlizecCe za
nej,

* neni to hyper, ale je to moznost nejen zmena
algoritmu ...

Trust Agility Properties

% A trust decision can be easily revised at
any time.

* Individual users can decide where to
anchor their trust.




PKI, World CA impl .. final review

co s tim ? -- reality based trust
o jak vznika duvéra v realném svéteé ? _

= zkuSenosti a bolest . A i

= zndmosti a pratelstvi O

= trusted introducer

o PGP -- Pretty Good Privacy
= systém pro ovéreni duvéryhodnosti Sifrovacich klicu
zalozeny na duvéere mezi lidmi ktefi se skute¢né znaiji ...
= crypto facebook ;)

o Co misto notaru (ktefi jsou anonymni) pouzit systém osobnich
znamosti ? at’' uz pro predavani kli¢l nebo vytvareni SSL bran
do internetu, provozu bezpednych terminalt ? coze ?7??7?



PKI, World CA impl .. final review

e TO (ca,dns,conv, ....) VS. ONI




GSM

o SSL je naprd, antiviry nezachyti vSechno
* no co tak mi vezmou heslo k bance, jA mam SMSky !



GSM

* GSM Sifruje pomoci A5/1
« 2000 -- Bykurov, Shamir, Wagner -- A5/1 se da zlomit
pomoci predpocitanych tabulek
« 2007 -- Universities of Bochum and Kiel -- A5/1 cracker
zalozeny na FPGA
« 2009 -- verejny projekt crackovaciho SW
« 2011 -- realita kolem nas ...
o 1x GPU, 12 TB disk, Kraken
o Motorola, osmocon
o 1 -2 znudeni g33kove

= .. a nebo taky jeste jednoduseji ;)))



http://en.wikipedia.org/wiki/University_of_Bochum

Vodafone Access Gateway/Femto cell

1. Koupime si femto cellu : ... The box costs 160 GBP.
2. Otevieme, napajime seriovy port... nastavim baud rate na
115200... a root password je 'newsys'....

3. Vodafone backdoor na sledovani polohy
celly ... odpajime. V pohodeé...

4. vypneme alarm a auto-update
(Jjeden XML soubor...)

5. protoze VOIP data jsou sifrovana,
tak pred IPSECem je odklonime,
zalogujeme a nechame je projit...

a slySime vas...




Odposlech GSM ?

komu to muze byt dobré ?






Odposlech GSM

... pardon, tomu druhému ...




Odposlech GSM

* ups ...
o Napadnout browser nebo internetové spojeni > heslo
o Postavit kraken a quadkoptéru
o odeslat si penizky na vlastni ucet, SMS odchytnout,
desifrovat a pouzit OTP ...

» Klasickée SMS jiz ucty nechrani :(
o specialni bankovni SIM aplikaci
o hebo hardwarovy token ...




Das RSA Schwierigkeiten

prosvistime si slovicka:

APT - Advanced Persistent Threat - dlouhotrvajici sverepy
prusvih

RAT - Remote Administration Tool - nastroj vzdalene spravy
Spear Phishing - Drahousek zakaznik ... is so 2007

RSA - firma na bezpecCnost (kupte si 5kg bezpecnosti, chcete
to taky nakrajet?)



Das RSA Schwierigkeiten - Zeit

1."2011
spear
2. utocni

Recruitment Plan.xIs" s Poison vy RAT ve Flashi -
ohishing - DONE

K se ucCil - kdo je kdo a jak je postaveny, napada

ostatni systéemy, uci se dal

Data
gathering

‘ Exfiltrate

A handful of The user Attacker Datais

users are machineirs elevates acqguired from
targeted by accessed access fo fargefservers
ftwo plhishing remotely by importarnt and staged for
attacks; one Porson /vy tool user, service extiltration
uUseropens andadimin

Zero day accounts, and

payload (CVE- specific

0207 17-

0602) systems

oy i




Das RSA Schwierigkeiten - Zeit

Jak na to prisli?
dlouha tenka linie .... az na FTP servery
Good.mincesur.com (venezuela)

up82673.hopto.org (usa)
www.cz88.net (Cina)

.... CO Z toho plyne ....
| mistr tesar se utne? Nebo lépe APT a jiskra jsou zvidave, radi
cVviCi a Jsou vsichni pracoviti




Dz wrbld sekiority ...

« at delas jak delas, dycky ti nekdo nakope zadek. kazdej to
zna ...
o kazdy system ma sve chyby

* virtualni realita je proste rovina existence se vsSim vsudy,
tedy i riziky a kazdy se musime branit sam za sebe a ne
spoléhat na ty internety ...

OISITdL SELF DEFENSE

1L me
1] n " "
L "y

2 .

THE BLACk HAT BRIEFINSS

- |
T .



Dz wrbld sekiority ...

« Stedronin 2011 -- Globalizace
o podivejme se tedy na internet jako na datasféru (dan simmons
T™)...
« USA oficialné prohlasila internet za sféru bojovych operaci !
o Ruzné subjekty (nejen spamefi) na planeté maji regulérni
jednotky pro boj v datasféfe a ty cht&ji NASE stroje/prostiedky
* EU/NATO, USA, CN, RU, ...



Dz wrbld Sekrorlty
A G L B 77 erman State co..] - ccc | Cheos

masti Vlry Jak na bézicim Chaos Computer Club analyzes government malware
pasu, a je to vidét ;)

* Dbotnet update ;)

200 1-1008 189:00:00, admin

The Brgest European hacker club, "Chace Computar Club® (C
and analy zed a "kwful int ation® ma pregram used by
been found in the wikd and submitted to the Tt

=
< iladen und Ausfihren Grofer Lauschangriff
R, . . Applscations |
B ) a. ' -
- \ & b MAIZErsLanung “_:.-‘--;.n:--'rI-.t:|r'|‘lgl_n'.l1||_'1r' ANFEQER
J aakliviaren Eermaltreiberaxphiit ausnutren

//

Even before the German constitutional court ("Bundesverfassungsgeric uary 27
2 to manipulate Gearman

term means ° roce wirgtapping® or Ewful intarce ption at the source). This Quellen-TEL can
by definition only be used for wiretapping internet telephony. The court also said that this has o
ke enforced through technical and legs



Dz wrbld sekiority ...

- mame tu nejen PCR, ale i ozbrojena vojska -- ccdcoe.org

Director

Chief of Staff

— @ —
—

Administrative Training & Ressarch &
Branch Doctrine Development

Foreword from
the Director

In the era of information technology we have be-

Funding and
Structure

come dramatically dependant of information tech-
nology in our everyday activities. The army is from CCD COE is not funded by NATO, but by its

that perspective no exception to the rule. The bigger Sponsoring Nations. Estonia as the Framework
the power controlled by IT solutions, the higher the Nation is responsible for providing all Host Na-

risk of their abuse. There are uncountable possibili- tion Support, which includes the infrastructure

and administrative costs of the organisation.




osel

pojdme uz konecné zlobit ;)

J

. dosti gottwaldizace




Remove Any

 feature of the year ;)

« kdo ma webmaster
account pozada o ...

e ...Vymazani
libovolného URL z
iIndexu ;-)

« 7h aje opraveno

kudos 2 google

s - Home x4 E bezpecnost2011 - Google Docs [0 @ Fixed: Remove Any Site F

HILTE A5 0TT O LIH:

James Breckenridge

Online, Marketing & General Rubbish

Fixed: Remove Any Site From Google (even if you don’t control it)

b TAMES on TULY 15, 2011

UPDATE: It would seem Google is looking into this right now, which is great The sole reason I
posted this was to get the issue patched, I couldn’t find a method of contacting Google or reporting
this dirvectly and maybe naively thought this would generate the most gravitas.

UPDATE 2: This was fixed within 7 hours of reporting the problem. Great work by the team at Google
to get it fixed and all the URL’s removed in this way should now be back in the index.

How To Do It (please don't and hopefully Google will patch it soon)

Diise lairmer: If pou ave going to test this please make sure you have permission from the site owner,
otherwise altdvorgh it is a loophole I am prewy sure it is illegal.

The process is actually very simple and just requires some minor modifications to a URL, followed by a
form submission. Edit the follawing URL:

httpswww google com/webmasters'tools/removals-request Thl=en&site Url=http A {¥ OURE_TJRL}
ABrurlt={URL_T0O_BLOCE}

Feplace in the URL abowve:

s {YOUERE_UEL} = &4 URL you contral within Webmaster Toals
s {URL_TO_BLOCE} = The URL of the site you want to black:
® You can request rermoval of the following:
m Site — Provide top level domain (E g httpv/www someurl com/|
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Vyhled do budoucna

e viru, pruniku a vselijaky havjeti je pofad dost, ale nechtél
jsme vas uz letos nudit ...

Q@ We are divergent with the threat...
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o
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4,000,000 }

2,000,000

0
1985

Unified Threat
Management

Security software

Network Flight
' Recorder
Milky Way Malware:
) Snort 125 lines of code*

2000

2005 2010

MMack hat

USA + 2011

Malware lines of code averaged over 9,000 samples

Fi




Denis R. (9. zafi 1941 -- 12. fijna 2011)

* main(){printf("goodbye, dmr. RIP.\n");}

* RvK&R C

PROGRAMMING
LANGUAGE

Brian W.Kernighan  Dennis M. Ritchie




Sweetest Password of the Year ;)

 cokolada
o 2678 CPU, 30TB, ...



Clové&e nezoufej ...

.. stale jsou mezi nami lidé, ktefi jsou vuci internetovym
bezpecnostnim incidentum skuteéné imuni ..




Podasi 2011

2.12.2011
Sun Alerts

http://blogs_sun.com/security/?
cat=alerts&date=200611

Debian Security Advisories
hitp://www _debian_org/security/2009/

Microsoft Security Bulletin

http-/fwww. microsoft. com/tec hnet/security/current. aspx

Gentoo Linux Security Advisories
http-/Aww_gentoo_org/security/en/glsafindex_ xml

FreeBSD Security Advisories

hitp://www _freebsd_org/security/advisories_html|
hitp://www vuxml.org/freebsd/

CVE Candidates

http://cve .mitre _org/data/downloads/allcans. txt

2011

71

214

86

47

158

Sun

milcretysleme

2010

69

162

68

42

132

4333

2009

216

246

68

151

167

4037

2008

173

235

69

191

161

6432




