ﬁCESN ET

Ja, anonym

Pavel Kacha
ph@cesnet.cz
CESNET, z. s. p. o.

28.11. 2012



CESNET ,
%%W“”* Ja

Q
%O/f

28.11. 2012



CESNET ,
%%W“”* Ja

%

O\é‘

28.11. 2012



CESNET ,
%%W“”* Ja

, cdplen
gdome >
Komunikace
,,,,,,,,,,,, g g ROmMuMRaCe
Inf,
I -
dcpyi
! Stopq
%
0.
7

28.11. 2012



CESNET v e p e
#iii""'"'"'""""""""'"_ Veédome sdileni

o

Q
%Oé‘

28.11. 2012



ﬁCESN ET

.
e Osobni stranky, blog, CV

— Skryté stranky — robots.txt, zpétné odkazy, webmail
e Cloud B@m Google docs amazon

webservices"

e Freemail YaHoOL GmMail

e Odkazy, komentare

inetnum: 195.113.134.128 - 195.113.134.255
netname: CESNET - BB2
descr: CESMET, z.s.p.o0.
® CZ.NIC, RIPE descr: Prague &
country: cZ
admin-c: VNZ-RIPE
tech-c: VNZ-RIPE
status: ASSTIGNED PA
mnt-by: TENCZ - MNT
mnt-lower: TENCZ - MNT
remarks: Please report network abuse -> abuse@cesnet.cz
source: RIPE # Filtered

28.11. 2012 6
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Hledani vazeb

e Prezdivky, neobvykla jména

° Fotografle (zpétné hledani — TmEye Google Goggles)

* PGP keystore

uid Pavel Kacha <ph@rook.cz>
s1g s1g3 Z2B2663F8 2002-04-09 [selfsig]
s1g s1g GB7DAZ04 2002-04-09 Pavel Kacha (pharook) =ph@cesnet.cz>
sig s1g 163DFSEB 2002-04-09 Pavel Klicha (pharook] =ph@cesnet.cz>
sig s1g CASYAD7C 2005-06-15 2005-06-29 PGP Global Directory Verification Key
s1g s1g SCAABS79 2008-11-20 CESNET-CERTS <certs@cesnet.cz>
s1g s1g BECA3SZE 2008-11-23 CESMET NIC =nic@ces.net=
uid Pavel Kacha <ph@cesnet.cz>
sig sig3 2B2663F8 2002-04-09 [selfsig]
sig s1g G87DA204 2002-04-09 Pavel Kacha (pharook) <ph@cesnet.cz=>
sig sig 163DFSEEB 2002-04-09 Pavel K@icha (pharook) <ph@cesnet.cz=>

28.11.2012 Sig sig CAS7ADTC 2004-12-30 2005-01-13 PGP Global Directory Verification Key
519 s1g SCAAB579 2008-11-20 CESMET-CERTS =certs@cesnet.cz>

sig slg SECA35ZE 2008-11-23 CESNET NIC <nic@ces.net>
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Socialni inzenyrstvi

Robin Sage experiment

28.11. 2012

— Specialistka na bezpecnost, 25 let

— Stovky pratel béhem nékolika mésict

Bezpecnostni oddéleni firem, vladni a armadni slozky...

Robin Sage (e
NG at NETWARCOM

Morfolk, Virginia Area | Computer & Metwork Security

s NB at Naval Network Warfare Command
* |ntemn at Government Agency O

¢ lvigamachusetts Institute of Technology

* robinsage

mttp: it linkedin, comfinfrobinsage

g Summary

have been in the computer hacking scene for over ten years. During this tima | have

N penetrated hundreds of networks as a professionally contracted hacker and was empowered by
W the adrenaline rush of breaking inlo secured facilities of Global 500 companies and various

S 1 governments, Because of my style and diverse areas of expertise, many of my friends refer to

me as the real life Abby Scuito of MCIS
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Vyuziti

e Spear phishing

e Kradez identity
e Man-in-the-Middle

INVITE

INVITE

BYE

>

Proxy 2

INVITE

Caller

28.11. 2012

> ‘O

Callee

Hello,

I'm sorry for this odd request becas
urgent,but due to the situation of tl
London with my family right now,
was

robbed, worst part is that wallet, c:
was stolen at GUN POINT, It's suc
help flying back home, the authori
the good thing is we still have our
money to get my flight ticket back
we need you to loan me some morn
home, I promise.

Thanks

Martha & Thomas Norman-Smith

11
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IPv4 rozsah
RIRs: AfriNIC, APNIC, ARIN, LACNIC and RIPE NCC

N

Delegovatelny blok '
LIR, obvykle ISP \ CESNET
Delegovany blok '
Organizace MUNI

/ 1\

Lokalni sit -
Kolej, ucebna... Kolej

/

Uzivatel

22.11. 2010 13
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 Pridélovani IP adres

— Na zakladé HW adresy (MAC) — zadost uzivatele
— Na zakladé elektronickeé identity (login +heslo)

e Bezdratove sité

— Moznost urcCeni polohy (triangulace)

— Pozor na provoz vlastniho AP!
e Vazba IP adresa — cas — uzivatel

— Lokalni spravce vi presne, komu a kdy bylo IP pridéleno

— Pouzivana IP adresa nenl anonymni!

22.11. 2010
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e Co 0 nas napisi jini

e /Zpétné odkazy
e Interview, videa

e Fotografie

28.11. 2012

I/ oo

— V diskusich, na socialnich sitich

— Na firemnich a skolnich webech

— Oznacene osoby
- EXIF
— Identifikovatelné objekty

Na této fotce oznacen:
Pavel Kacha

Pridano 20 leden
. Tose milibi w5
- Pfidat komentar

15
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%%W“”* Auditni informace — mail

Return-Path: johann@cesnet.cz

X-0riginal-To: ph@cesnet.cz

Delivered-To: ph@office2.cesnet.cz

Received: from [195.113.xxx.yyy] (eduroam-XXX.cesnet.cz [195.113.xxX.yyy])
by viden.cesnet.cz (Postfix) with ESMTP id 01567D806D1
for <ph@cesnet.cz>; Mon, 1 Dec 2008 15:58:41 +0100 (CET)

Subject: Re: Pozdravy z Vidne

From: Johann Strauss <johann.strauss@cesnet.cz>

To: Pavel Kacha <ph@cesnet.cz>

In-Reply-To: <20081201142058.GB1602@cesnet.cz>

Date: Mon, 01 Dec 2008 15:58:44 +0100

Message-Id: <1223453524.3834.24.camel@eduroam-221.cesnet.cz>

Mime-Version: 1.0

X-Mailer: Evolution 2.12.3 (2.12.3-5.fc8)

e SkuteCny odesilatel

e (Cesta pres servery

e Zdrojove jméno pocitace
e Platforma

e Mailovy klient, vCetné presneé verze

28.11. 2012
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§5=2ET A \ditni informace — WWW

connection: keep-alive

accept-language: cs,en;q=0.7,en-us;q=0.3

content-length: ©

accept-encoding: gzip,deflate

referer: http://www.google.com/search?g=cesnet&ie=UTF-8&0e=UTF-8

host: www.cesnet.cz

accept: text/html,application/xhtml+xml, application/xml;q=0.9,*/*;9=0.8

accept-charset: windows-1250,utf-8;09=0.7,*;0=0.7

keep-alive: 300

user-agent: Mozilla/5.0 (X11; U; Linux 1686; cs-CZ; rv:1.9.0.4)
Gecko/2008112309 Iceweasel/3.0.3 (Debian-3.0.3-3)

cookie: UID=ph; SESSION_ID=AF347DC667.33985

e Referer — stranka, ze které prichazim

e ProhlizeC vCetné presne verze

Platforma vCetné presneé verze

Cookie — identifikace uzivatele nezavisle na IP adrese
(personalizace, sledovani)

http://browserspy.dk http://panopticlick.eff.org http://samy.pl/evercookie/

28.11. 2012
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http://browserspy.dk/
http://panopticlick.eff.org/
http://samy.pl/evercookie/

%EWC“%WE,SM Nevime, kdo jste,
. ale vitejte zpatky

e Cookie, Flash Cookie, Silverlight Storage,
IE UserData, HTML5 Storage, Cache, ETags,

historie...

samy.pl/evercookie

e UserAgent, HT'TP_ACCEPT, nainstalovane pluginy,
fonty, Casova zona, rozliseni, cookies, JS vlastnosti

panopticlicK.eff.org

e Zkuste si sami

browserspy.dk

28.11. 2012 18
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RFID
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Karty

Vstupni tokeny
Auto zamky
Sledovani zbozi

Budoucnost:
pasy, kreditni karty

-\-\.\

OPENCARD

Po zvefejnénych
informacich

vnimam tuto
kartu jako:

nazory
teské

verejnosti
v %

zdroj: SANEP

divéryhogfou

65

neduveéryhodnou

graf: CTK
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A nemuzeme si za to sami.."?
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DOCTOR FUN 16 Jan 2006

LM l_muT To '-H'.F'l_.du!-:uT THIG
KF1D T-:ur.1 m ':'-:-.-u

E AT TO IMPLanT
‘I'H'l" RFID TAG I8 You
AT ITS aLeo a4 CELLPuNOME
PIGITAL CAMERA, AmD

PR PLAYER

© 20086 David Farley, d-farley@ibiblic.org
http/ibiblio.org/Dave/drfun. humil
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