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Systémy v budovach
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Ruzna zarizeni / systémy
Naro¢énost (udrzba / znalosti) A CO VZé.j emna automatizace?

Mnoho interface A ,  cny
Nejednotny dohled / pristup CO uspory energit:



Systém pro MaR — Méreni a Regulace

———

-

e Komplexni portfolio produktu pro MaR
systemy

e Oteviené komunikaCni protokoly

e Vysoka kvalita a spolehlivost

e Ridici systém budovy (BMS) ~§1
MaR Produkty Integrované produkty

e Ventily, pohony e FrekvencCni méniCe

e Cidla e Mé&Fici pFistroje

e Termostaty e Rizeni osvétleni

e Regulatory e UPSKky

e MéfiCe tepla e Zabezpeceni

e BMS software e IT produkty



Technologie LonWorks® lT’.’n

e Technologii od Echolonu (LONWorks) byl udélen ISO standard

e |ISO / IEC normy pro platformu LonWorks jsou formalné oznacCovany jako: ISO/IEC
14908-1: CSN EN 14908 (738525)

e Sdruzeni LonMark

e Nezavisla organizace vyrobcu a uzivatelu, sdruzujici vice nez 400 ¢lenu
e Zodpovida za schvaleni produktit LONMARK®

LONMARK"

e Co Ize pfipojit na Lon ? HER

e bilé zbozi (pracky,kavovary), vytapéni, osveézovace vzduchu

e svétla (DALI, HELIO)
e Cerpadla a motory, elektroméry, vodoméry, mérice tepla

e security systems, PC technika (HP tiskarny)

e dvefe, brany, dopravni systémy, alarmy (nemocnice)

e Zaluzie, rolety, vytahy
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Technologie BACnet™ ©)BACnet”

e BACnet - A Data Communication Protocol for Building Automation and Control
Networks

e ANSI/ASHRAE standard 135 od roku 1995, ISO 16484-5 standard od roku 2003
e \Vyvoj od roku 1987

e ASHRAE — American Society of Heating, Refrigerating and Air-Condtitioning
Engineers, komise s 135 Cleny

e Co Ize pfipojit na BACnet ?
e PoZarni systémy [
e Systémy Fizeni osvétleni T
e BezpecCnosnti systemy




Technologie Modbus®

e Modbus — komunikacni protokol pro programovani logickych kontroléru
(PLC)
e \Vznikl v roce 1979 ve firmé& Modicon (Schneider Electric)
e Jednoduchy a robustni
e Stal se standardem v oblasti primyslové automatizace

e Co Ize pfipojit na Modbus ?

e Prumyslova automatiazce —=
BEE

e BMS EEm .

e Infrastruktura = | | /

e Dopravni systémy m |




lV&Bus

Technologie M-Bus®

e M-Bus — primyslovy méfici protokol uréeny predevsim pro dalkovy

odecet hodnot z méficu spotreby
e Soucasti standardu EN 13757 pro komunikacCni systémy pro vzdalené Cteni vSech

typu méficu
e Pomaly ale odolny proti ruSeni

e Co Ize pfipojit na M-Bus ?
=
T

e Mérice tepla/chladu
e MeériCe spotreby elektrické energie
Tl |

e Plynoméry
e VVodoméry I




Technologie KNX®

e Technologie pro systémovou techniku budov
e Sdruzuje tfi pfedchozi standardy (EIB, EHS a BatiBus)
e Jeden programovaci nastroj
e V KNX asociaci je 250 ¢lenu

e Evropska i celosvétova norma
e evropska: CENELEC EN50090 a CEN EN 13321-1
e mezinarodni: ISO/IEC 14543-3

e Co Ize pripojit na KNX?
e Ovladace svétel, zaluzii
e Rizeni MaR
e Monitorovani alarmu
e Méreni energii
e Distribuce audio/video signall

—_—
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Trendy uspor

e Monitoring
e Psychologie
Vidim spotreby
Znam naklady
Chci usSetfit !

e Mam prehled kde jsou jaké naklady, ne jen jedno Cislo za celek !

12



Trendy uspor

e /4 hod maximum
e Sledovani spotreb elektrické energie
e \Vyhodnoceni vzrustajiciho odbéru
e Odpinani zatézi
e Uspora energii / nakladd
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Komplexni integrovany ridici systém
je jednou z nutnych podminek pro moderni inteligentni budovy
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Ruzna zarizeni / systémy NizSi naklady
Naro¢énost (udrzba / znalosti) Vyssi produktivita
Mnoho interface Jednotny servis

Nejednotny dohled / pristup Snadny pristup k datiim
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Trendy uspor

e \/yuziti otevienych protokolu a sbérnic i na té nejnizsi arovni
Uspora realizacnich nakladli a vice dostupnych informaci v provozu
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Converge user & building services

(" User services )
and technologies
IP-based

Internet

Wireless

VPN

IP telephony
Audio and video conferencing

Visitor management

Common
IP network

< <

J

( Building services

and technologies
IP & non-IP based

Lighting
Power management
24/7 monitoring
HVAC-sensors
Fire

Video surveillance

Interactive media

Digital signage

G

S S

Access

Energy

G

Switches, routers, WiFi, - IP endpoints: telephones, PCs, printers
- Plug load management via smart outlet strips
- Building Management: HVAC, Access control



Ethernet/IP role?

HVAC control
eAccess control
eintrusion detection
eVideo surveillance
eFire safety
eEquipment alarms (lifts, UPS, etc.)
eEnergy monitoring

eDistributed ICT energy management
eHVAC energy management
eRemote energy monitoring

el ighting

eMotorized window shades

Etherng

BEEEEe
SEREER

bt/IP

Modbus
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Today: Typical Managed Energy Service
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Overlay Approach: Barriers

Facilities
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Converged Network: Reference Architecture
— the long term solution

“Head _
End” for | Campus/Branch Office

Facilities
Energy %m

—gge
BMS M aae
Facilities Network
Managed IT Operations ICT i %‘l :
Energy HQ/DMZ " | Network '—M
Service

-/
WAN S— 'ﬁ/gi

“Head Data Centre
End” for

Private (On-Premise)
Il

--------1-----

| Public (Saas, Cloud)

cr == == S vl
] .a —] G o 16 | G ‘
Energy 1
i
mmmmmn




Converged Network: Value-Add
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Building energy management/automation




Energy Operational Costs
Opportunity in Enterprise IT

Consumer Handheld
Communications Devices

Lighting IT Equipment 6.1% 0.5%
. - 11% 250 Wireless
Transportation Buildings Infrastructure PCs, Laptops &
25% 25% 7.3% Monitors

31.5%
Wired Telecom
11.1%

IT
Equipment

Enterprise
Buildings

Heating, Cooling,
and Ventilation Printers 14.5%
58%

Total Energy
Consumption

Other 6%

Enterprise/SMB
Comm. 13.3%

Servers 16.2%

Manufacturing
50%

Cost Savings Sustainability Mandates
« Rising energy costs + Regulatory compliance
- IT device proliferation - Government mandates
« Video applications - Company requirements

Source: BOMA 2006, EIA 2006, AIA 2006
Source: UK Energy Efficiency Best Practice Program; Energy Consumption Guide 19: Energy Use in Offices
Source: Gartner Dataquest, Forecast of IT Hardware Energy Consumption, Worldwide, 2005-2012.
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Power Management Scenario

ON

OFF

OFF
OFF

Hours

Working days
Mon-Fri

Working days
Mon-Fri

Weekends
Holidays

Days
251 (x 12h)

251 (x 12h)

104 (x 24h)
10 (x 24h)

Hours
3012

3012

2496
240

Total
3012

66% of the

5748 Time It
Could Be

Off







EnergyWise Overview

Management
Systems (BMS)

Management Applications

Prime LMS 4.1 Verdiem Surveyor Joulex JEM CA ecoMeter 1E
(Q3 CYy11)
1 O — =1

EnergyWise Toolkit Management API

|

EnergyWise Gateways
and Protocol Translators
(eg. FieldServer,
Schneider Torana, ...)

EnergyWise-enabled
Endpoints Using SDK | g RBRERR RS ~

oo = mm = o= my,

. Non-Energywise, \ I Non-Energywise,} " - _
IP Phones PC Clients POE Devices yp; | : Non-PoE || Building Devices
- 2 I _ .
IPCamera  \ireless I I A . . [ Non-Energywise
— - N
© l I I : I r____,._ﬂ F = 5
— . ! == | B ™
4" l"’

\ ﬁl - — — ’l \ \ \

Ay ttas: Lo, L M e Maﬂm
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EnergyWise Partners
for Devices and Applications

‘
technologie:s. % LI|1 |egl'dl'ld® EhJ.:JIJgV Planl'éq\ f»

N =V=- CommScope
ware S5 Rarltan h(b
Know more. Manage smarter. /—\
Johnson /})I(‘ ’\T TRIACTA & aye u

SIMPLE SMART GREEN Visionael?\’}

Controls
Schneider
" HElectric
Y WAFER SYSTEMS WATTECO NeTrormx

Imagine Your Netwark

N E-T-N y
. NOVEDA =L\ - Ienovo netgXfose
01Iﬁ%& TECHNOLOGIES serverTQChHOI

Salutions for the Data Center Equipment Cabinet

‘ m Kl [LILI] E‘ o @ CYBERQ)SWITCHING®

Jacarta

hc:lcyonsoﬂwc:reI
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http://www.joulex.net/
http://www.1e.com/index.aspx
http://www.schneider-electric.com.br/
http://www.eaton.com/EatonCom/index.htm
http://www.sierramonitor.com/
http://www.ayehu.com/
http://www.csrware.com/index.html
http://www.watteco.com/index.php
http://www.noveda.com/
http://www.tripplite.com/en/index.cfm
http://www.jacarta.com/Home.aspx
http://www.sem.co.jp/index.html
http://energyplanit.com/Home.aspx

EnergyWise Technology

Network-Based Energy Management

Process:

1. Secure Authentication

|

"‘..;;f ' Management i* I
Applications ——i A ) _
B 2. Auto-discover devices

3. Collect energy

consumption
Distribution

Switch
i
7S

Access E

Endpoint Endpoint
Devices Devices

4. Set power level modes

5. Configure Time of Day
Policies

© 2011 Cisco and/or its affiliates. All rights reserved. Cisco Public



EnergyWise Technology

Network-Based Energy Management

Management ®
Applications A
Management
Authentication
SHA-1 Secure Hash
E Algorithm
Passes EnergyWise
"[?c' Domain Password for
. Authentication
Domain
Authentication
Endpoint -’
Authentication

Endpoint Endpoint
Devices Devices

© 2011 Cisco and/or its affiliates. All rights reserved. Cisco Public

Process:

1. Secure Authentication

2. Auto-discover devices

3. Collect energy
consumption

4. Set power level modes

5. Configure Time of Day
Policies



EnergyWise Technology

Network-Based Energy Management

X

Application

| NS
‘.. . . c
_ mppeeTem \

Domain Member Incorrect Password

Endpoint Device
Incorrect Timestamps
(1)
.‘J‘Iil’

© 2011 Cisco and/or its affiliates. All rights reserved. Cisco Public

ndpoint Device
Domain Member

Process:

1. Secure Authent @

2. Auto-discover devices

3. Collect energy
consumption

4. Set power level modes

5. Configure Time of Day
Policies

42



EnergyWise Technology

Network-Based Energy Management

==

© 2011 Cisco and/or its affiliates. All rights reserved. Cisco Public

Process:
1. Secure Authentication

2. Auto-discover devices

3. Collect energy
consumption

4. Set power level modes

5. Configure Time of Day
Policies

43



EnergyWise Technology

Network-Based Energy Management

Discovery using CDP
(Cisco Discovery
Protocol) or UDP

Handshaking

For Each Device:

I v" Name

v Switch Interface

&

© 2011 Cisco and/or its affiliates. All rights reserved. Cisco Public

Process:
1. Secure Authentication

2. Auto-discover devices

3. Collect energy
consumption

4. Set power level modes

5. Configure Time of Day
Policies

44



EnergyWise Technology

Network-Based Energy Management

Process:

Management

Application 1. Secure Authentication

2. Auto-discover devices

Distribution

Switch consumption

3. Collect energy

4. Set power level modes

5. Configure Time of Day
Policies

IP Phones and Access Points

© 2011 Cisco and/or its affiliates. All rights reserved. Cisco Public 45



EnergyWise Technology

Network-Based Energy Management

Management
Application Phone 1
Phone 2
Phone 3
Distribution AP 1
Switch AP 2

15 Watts

6 Watts

IP Phones and Access Points

© 2011 Cisco and/or its affiliates. All rights reserved.

S
9 Watts ‘ Vl Watt

Device Power

15 Watts
9 Watts
6 Watts
1 Watt

2 Watts

2 Watts

Cisco Public

Process:

Secure Authentication
Auto-discover devices

Collect energy

consumption

Set power level modes

Configure Time of Day
Policies

46



ICT Energy Management
Cisco EnergyWise

Services:
«  Finely Measure (per device, per type of device, per location)
- Control (per device, or group of devices, granular power level 0-10)

« Organize (keywords, name, role, importance, business impact)

*  Optimize and Report

“What is the total power usage in Paris?”
energywise query importance 100 keyword paris name * sum usage

“What is the power usage of all video endpoints?”
energywise query importance 100 keyword ip.video name * sum usage

“Shut down non-critical equipment in Paris”
energywise query importance 60 keyword paris name * set level 0

A new paradigm
In Energy Management!

7W 60 W

i : i 7W
keywords: bldg3, Paris  keywords: bldg3, Paris ) )
Role: ip.phone Role: ip.video keywords: bldg3, Paris
Importance: 100 Importance: 60 Role: ip.phone

Importance: 60

© 2011 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Displaying Usage

c2960S-1#show energywise usage

Interface Name Category Caliber
c2960S-1-1 81. (W) consumer max
Gil/0/4 SEPOOOE84C063C1 1.9 (W) consumer actual
Gi1/0/5 PVC300-1 4.4 (W) consumer actual
G11l/0/0© G1l.0.0 2.1 (W) meter actual
SEP5475D02B3F46 6.0 (W) consumer presumed
G11/0/7 Gi11.0.7 6.0 (W) meter actual
SEPS8CB64FF6723F 8.8 (W) consumer presumed
G11/0/8 G11.0.8 2.2 (W) meter actual
SEP5475D02B40BE 6.0 (W) consumer presumed
Gil1/0/10 Gi11.0.10 6.1 (W) meter actual
SEPCO0626B62AE93 8.8 (W) consumer presumed

Total Displayed: 11 Usage: 116.9




Message Propagation (without Energy\Wise)

Process:

1. Retrieve the list of IP addresses where
devices are configured, ie using SNMP

2. For each device, you need the correct
community string, and MIB to be used

3. Each device to be queried individually...
scalability?

With thousands of devices to query or
control, this can be slow.

Endpoints

© 2011 Cisco and/or its affiliates. All rights reserved. Cisco Public



Message Propagation (with EnergyWise)

Process:
1. Send a query to one switch

2. Network propagates message down to
endpoints

3. Results are back within seconds.

A single query can command thousands of
devices instantly.

Policies can be applied from within the network
itself.

Endpoints

© 2011 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



EnergyWise Technology

Network-Based Energy Management

Process:

Set
1. Secure Authentication

Keyword Phone_AP

Power Level 10 (Power On) 2. Auto-discover devices

3. Collect energy
consumption

4. Set power level modes

5. Configure Time of Day

© 2011 Cisco and/or its affiliates. All rights reserved. Cisco Public 51



EnergyWise Technology

Network-Based Energy Management

Process:

Set

1. Secure Authentication
Keyword HQ ric] B L

2. Auto-discover devices
Power Level 10 (Power On)

3. Collect energy
consumption

4. Set power level modes

5. Configure Time of Day

Keyword:
Branch

Keyword:
HQ

© 2011 Cisco and/or its affiliates. All rights reserved. Cisco Public
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EnergyWise Technology

Network-Based Energy Management

Process:
Management T EnergyWise Recurrences
Application =~ T2 tﬁiﬁ!ﬂ%ﬁ’égs"me & 1. Secure Authentication

2. Auto-discover devices

3. Collect energy
consumption

Distribution
Switch

Power Standby

4. Set power level modes

5. Configure Time of Da
Policies

IP Phones POE
and APs Devices

© 2011 Cisco and/or its affiliates. All rights reserved. Cisco Public



EnergyWise Technology

Network-Based Energy Management

Process:

Management Weekday Hours

Application L. SEY E1E AL 1. Secure Authentication

. -discover devices
A

3. Collect energy

Distribution Power Standby .
Switch on Mode Consumpt|0n
4. Set power level modes
5. Configure Time of Da
Access E PD?)V\X,?: Policies
Switch _

/|

P

IP Phones POE
and APs Devices

© 2011 Cisco and/or its affiliates. All rights reserved. Cisco Public



EnergyWise Technology

Network-Based Energy Management

Process:

Management Weekday After-hours

Application L. SEGITY &l [Phi 1. Secure Authentication

. -discover devices
A

3. Collect energy

Distribution Power Standby .
Switch on Mode Consumpt|0n
4. Set power level modes
5. Configure Time of Da
Access E PD%V\X,?: Policies
Switch _

/|

P

IP Phones POE
and APs Devices

© 2011 Cisco and/or its affiliates. All rights reserved. Cisco Public



EnergyWise Technology

Network-Based Energy Management

Process:

Weekends
Management

Application .|  Saturdayand Sunday 1. Secure Authentication

. -discover devices
A

3. Collect energy

Distribution Power Standby .
Switch on Mode Consumpt|0n
4. Set power level modes
5. Configure Time of Da
Access E PD?)V\X,?: Policies
Switch _

/|

“q

IP Phones POE
and APs Devices

© 2011 Cisco and/or its affiliates. All rights reserved. Cisco Public



EnergyWise Categories

There Is a standard set of levels that all devices observe:

Mode Color Color Level Label
10 Full
Red 9 |High
Operational Yellow 8 Reduced
7 Medium
6 Frugal
Green = Low
4 Ready
Standby Blue 3 Standby
2 Sleep
Brown 1 Hibernate
Non- Black 0 |Shut

Operational




IP Phone Power States

Power Save Plus

Function Full Power Power Save (PSP)

Screen Backlight On |f‘> Off Off
CPU, Memory,

interface Ol ol Ii} Off
Daisy Chained PC Connected Connected Ii) Disconnected
Can receive calls? Yes Yes Li) No

Time before call can -

be placed Instantaneous |:> 250 milliseconds |:> 60 seconds
Seen as a domain Yes Yes Ii) NO

member?

[ N [ | i L D | i

© 2011 Cisco and/or its affiliates. All rights reserved.
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Currently Shipping
EnergyWise—enabIed endpoints

l I cvssa@swurcumc"

Cisco IP Phones* PDUs

i

E-T-N

Powering Business Worldwide

Lenovo Laptops Fieldserver gateway

PDUs Torana Gateway Windows with
Verdiem Agent

Shipping EnergyWise management solutions

technologies

Prime LMS 4.1 Joulex JEM 2.6 Verdiem Surveyor 6 CA EcoMeter
. e /) e B B
*ReqUireS Ca” Managef 8.5 and @Q@M%isco and/or its affiliates. All rights reserved. Cisco Public
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http://www.joulex.net/

Cisco Universal POE (UPOE)

30W 2003 L Increasing Applications powered by POE

IEEE 802.3at (PoE+)
Maximum power sourced = 30W

Universal Nature

30w » Standard RJ45 Connector
* No Cabling Change from PoE+
“B0W

High Availability
» Uptime for critical apps (€911)

— * Low TCO with UPS consolidation
Maximum power sourced = 60W

Supported by all cabling standards . Gf_e_en _
Compatible with PoE and PoE+ * 10% more efficient than bricks

\- Management with EnergyWise




EnergyWise Support for Universal PoE
(UPoE)

- UPoE offers 60W per port, opening PoE
to a new class of devices and a single
cable for both Power and Network

Samsung SyncMaster NC220

Laptops

VDI/VXI terminal (Samsung and Cisco)
Apple (Air) — TBC

Compact switches

LED light ©

PoE power splitter

l
i

e

’
]

g-‘

N ——————— iscroner
B EE B 4 §ITTaaaaas

© 2011 Cisco and/or its affiliates. All rights reserved. Cisco Public 64




Summary

» Building Management System
= Various systems integrated
= Gateways
= Ethernet/IP network
* |ncluding IT — Energywise protocol

Wireless
VPN

IP Telephony

Audio & Video Conferencing

Visitor Management

Interactive Media

Digital Signage

© 2011 Cisco and/or its affili

Lighting

Elevators

24/7 Monitor
HVAC-Sensors
Fire

Video surveillance
Access

Energy
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