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CFEngine 3

#CFEngine

® Silny teoreticky zaklad
® Teorie slib0 (Mark Burgess)
® Vyvoj
® Dduraz na efektivitu (Kompilované C)

® Dduraz na bezpecnost

® 1=CFEngine 2



Distribuce politiky

® Klient —server
® Pouze pull
® Mozno force pull
® Nikdy push (bezpecnost)
® Politika
® Se zpracovava pouze lokalng, autonomné
® Ze serveru se pouze kopiruje (ale nemusi!)

® Na serveru plaintext — na klientech plaintext



Souborova struktura

[var/cfengine/

® bin—binarni spustitelné soubory

® inputs — politika k lokalnimu spusténi cf-agentem

® lastseen - "Log data for incoming and outgoing connections.”
® lib-knihovny (=! standardni knihovna)

® masterfiles —repositar politik na serveru

® modules - slozka pro moduly

® outputs —vystupy cf-agenta (jen reports:)

® ppkeys —klice

® reports — seznamy opravenych promise (jen Enterprise)
® share —dokumentace, priklady, zdrojové kody, atd.

state — stavova databaze



Koncepce jazyka

® Deklarativni jazyk

® Cokoliv je slib (promise)
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Struktura

® Bundle ~ subrutina, procedura...

® Promise type

® C(lass

® Promise



Ukazkovy bundle

Kli¢ové slovo Typ bundle

Nazev bundle
LA

bundle agent ntp
Promise

files: //
"/etc/ntp.conf"
create => "true",
Atﬁbut//,copy_from => secure_cp('/repo/config-files/ntp.conf",
"daidalos.civ.zcu.cz");

services:

"ntp" . .
service_policy => "start";
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vars: — Proménné

classes: —Tridy

files: — Soubory

packages: — Baliky

methods: — Spousténi bundle
processes: — Procesy
services: —Sluzby
commands: — Prikazy

reports: —Vypis do konzole/e-mailu

Typy promise
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Promeénne

bundle agent promenne

{

vars.

"retezec"” string => "Retezec";
"celociselna" int => '"999":
"realna" real => "1234.56";



Pouziti proménne

® Lokalné: $ (promenna)

® Globalné: $ (nazev_bundle.promenna)



Seznamy

bundle agent seznamy

vars.
"retezce” ) ) _—
slist = {"Prvni", "Druha", "Treti"};
"celociselne"

_i'l_ist => {Illll, Il2|l, Il3ll};

"realne"
r'-l-ist => {ll1.23ll, ll4.56ll, ll7.89"};



Asociativni pole

Eund1e agent asociativni_pole

vars.

"pole_uzivatelu[jgroll],
string => "Josef Groll"

"pole_ uz1vate1u[aho1ecek]”
string => "Antonin Holecek"

"pole_uzivatelu[flesner],
str1ng => "Frantisek Lesner"

reports:

"V mésté Plzni pusobil $(pole_uzivatelu[jgroll])";
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Implicitni iterace

bundle agent iterace

{

vars.

"maso"
sTist => {"vepFové", "kufeci", "hovézi", "jehn&i"};

reports:
"Mama mele $(maso) maso.";
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bundle agent
reports:

1inux::
"Tento

solaris:
"Tento

"Tento

windows: :

Tridy

hard_class

k1ient pouziva Linux!";

7

k1ient pouziva Solaris!

7

k1ient pouziva

wWindows!";
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Body

® Slouceni atributyd do znovupouzitelného celku
® Moznosti:
® Uzivatelské body — vlastni nastaveni atributU

® Preddefinované body — standardni knihovna
® Body Ize jen ,vyplnit" (~implementovat interface)

Nelze definovat vlastni strukturu
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Ukazka body (1)

bundle agent example

{
files:
"/home/bill/id_rsa.pub"
perms => system,
create => "true";
}

body perms system
{
mode => "644";
owners => { "root" };

groups => { "root" };
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Ukazka body (2)

bundle agent example

{
files:
"/home/bil1/id_rsa.pub"
perms => mog("600", "bill", "sysop"),
create => "true'";
}

body perms mog(mode,user,group)

{

owners => { "$(Cuser)" };
groups => { "$(group)" };
mode => "$(mode)";
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Nasazeni na CIVu

® CFEngine Community 3.5.2
® Server: cf.civ.zcu.cz (daidalos.civ.zcu.cz)
® 19 klient0

Vsechny nove instalovane Debian servery pres FAI



Jak poznat CFEngine klienta (2)

®* Klient bézi
# ps ax | grep cf-

2036 ? Ss 55:49 /var/cfengine/bin/cf-execd
2130 ? Ss 321:49 /var/cfengine/bin/cf-serverd
2170 ? Ss 105:38 /var/cfengine/bin/cf-monitord
28979 pts/0 S+ 0:00 grep cf-

® pocasné vypnuti
# /etc/init.d/cfengine3 stop
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Jak poznat CFEngine klienta (2)

® Kolize s CFEnginem pri editaci souboru

® Napr. /etc/apt/sources.list

# CF3 - spravuje CFEngine3 - vsechny upravy budou zruseny

® Pristupy k editaci souborU
® Cely zkopirovat
® Template

® Radkové Upravy
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Sprava verzi politiky

® Udrzovani kompletni historie Uprav
® Viceuzivatelsky pristup

® Vytvareni vlastnich vétvi konfigurace

t%{> GIT naAFs 0 git



Véetve konfigurace

Master (devel)

Production

Prirazeni stroji v def.cf
® Master — vyjmenovany

®  Production — vse ostatni

Pri aktualizaci politiky se stahne
prislusna vétev

classes:
"branch_master"
or => {

"cicomexocitl_civ_zcu_cz"
"daphne_civ_zcu_cz",
"metalist_civ_zcu_cz",
"kiosek_tv10",

}s;
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VvV Iv I 4

Rozsireni zmen

® Automaticky

® CFEngine na serveru spusti modul pro kontrolu GIT repositare
® Zména ve vétvi - git pull

® cf-agent je spoustén kazdych 5 min plosné
® Po provedeni zmény az 5 min nez se presune z GITu na CF server

® Dalsich az 5 min nez se presune ze serveru na klienta

® Novy klient az 15 minut!
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Proces zmen

file:///afs/zcu.cz/project/software/git/cfengine.git

Lokalni klon repositare

Nova lokalni vétev

Upravy a testovani na lokalnim PC

Merge a push do testovaci vétve v repositari

Kontrola na testovacich strojich

OV W N R

Merge a push do produkcni vétve

Podrobné: http://support.zcu.cz/index.php/LPS:CFEngine3
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controls/ — konfigurace komponent

files/ — soubory ke kopirovani na klienty

inventory/ — prizkum systému a vytvareni novych tfid
lib/ — standardni knihovna

modules/— moduly

services/ — vlastni politiky podle service oriented pfistupu
templates/ — templaty ke kopirovani na klienty

tests/ — pokusy

zcuinventory/ — prdzkum systému a vytvareni novych trid
zculib/ — vlastni knihovna

def.cf — nastaveni proménnych pro konfiguraci

hosts.cf — spousténi service bundld podle hostd nebo skupin
promises.cf—vstupni bod politiky

update.cf — proces aktualizace politik na klientech 5% 5% 5%

Struktura politiky
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Reporty

® V Enterprise verzi se zpéetna vazba uklada do centralni DB na
serveru

® V Community verzi neexistuje zpétna vazba (zamerne)
® Reseni tretich stran pro sbér dat nejsou
® Reporty o anomaliich musi byt vytvoreny rucné

® Pouziva se promise typu reports:

® Odesila kazdy klient e-mailem Listovi

® Pouziti vice adres je mozné jen zménou kodu politiky (konfigurace)
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Bezpecnost (1)

2.2 The principles of CFEngine security

CFEngine adheres to the following design principles:

1.

It shall be, by design, impossible to send policy-altering data to a CFEngine
agent. Each host shall retain its right to veto policy suggestions at all times.
This is called the Voluntary Cooperation Model.

CFEngine will support the encryption of data transmitted over the network.

Each host shall continue to function, as far as possible, without the need for
communication with other hosts.

CFEngine will use a lightweight peer model for key trust (like the Secure Shell).
No centralized certficate authority shall be used. SSL and TLS shall not be used.

CFEngine shall always provide safe defaults, that grant no access to other
hosts.

http://cfengine.com/manuals files/SpecialTopic Security.pdf
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Bezpecnost (2)

® Omezeni klientl per IP

® allowconnects, denyconnects

¢ Community

® Autentizace — RSA 2048 public key
* Sifrovani — Blowfish 128

® Challenge response — MDs hash

® Enterprise

® Autentizace — RSA 2048 public key
® Sifrovani — AES 256

® Challenge response — SHA 256
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Placena verze

Sber zpéetne vazby do centralni DB

Reporting

Mission Portal

Design Center GUI

Windows nativné (instalace msi, registry, LDAP)

Solaris
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® Manualy, reference, priklady
https://cfengine.com/docs/3.5/

® Neékdy prehlednéjsi
https://cfengine.com/archive/manuals/

® Kniha
http://shop.oreilly.com/product/06369200220
22.do

® Diskusniskupina
https://groups.google.com/forum/#!forum/he

|p-cfengine

Bugtracker
https://cfengine.com/dev/projects/core

Dokumentace

[ |
Automated System Administration for Sites of Any Size

Learning | > y =
CFEngine 3

Diego Zamboni

O’ RE I l.l.YO Foreword by Mark Burgess

34


https://cfengine.com/docs/3.5/
https://cfengine.com/docs/3.5/
https://cfengine.com/archive/manuals/
https://cfengine.com/archive/manuals/
http://shop.oreilly.com/product/0636920022022.do
http://shop.oreilly.com/product/0636920022022.do
http://shop.oreilly.com/product/0636920022022.do
https://groups.google.com/forum/#!forum/help-cfengine
https://groups.google.com/forum/#!forum/help-cfengine
https://groups.google.com/forum/#!forum/help-cfengine
https://groups.google.com/forum/#!forum/help-cfengine
https://groups.google.com/forum/#!forum/help-cfengine
https://cfengine.com/dev/projects/core
https://cfengine.com/dev/projects/core

(D«

Zaver

® CFEngine je velmi silny nastroj s budoucnosti
® Naucit se psat politiky chce trochu cviku

® V Community verzi chybi reporting ®
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Dotazy




Ukazka
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