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Soukromi? Anonymita?
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Informacni stopa
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Cesta informace

Jmenny server (DNS)
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I P SVét 195.93.216.xx

IP rozsah
RIRs: AfriNIC, APNIC, ARIN, LACNIC and RIPE NCC

/N

Delegovatelny blok '
LIR, obvykle ISP \ CESNET
Delegovany blok ‘
Organizace /CU_TCZ

/ 1\

Lokalni sit A
Kanceldt, kolej, u¢ebna... Lokalni sit

y

Uzivatel
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RIR - RIPE

$ whois 195.93.216.0

inetnum: 147.228.0.0 - 147.228.255.255
netname: ZCU-TCz

descr: Zapadoceska univerzita

descr: Plzen

country: cz

org: ORG-UOWB1-RIPE

admin-c: UOWB1-RIPE

tech-c: UOWB1-RIPE

status: LEGACY

mnt-by: TENCZ-MNT

remarks: Please report network abuse ->

abuse@zcu.cz

route: 147.228.0.0/16
descr: ZCU-TCz
origin: AS2852

mnt-by: AS2852-MNT

19.11. 2014

SecFest #2014

organisation:
org-name:
org-type:
address:
address:
address:
address:
address:
phone:
abuse-mailbox:
org:

admin-c:
tech-c:
abuse-c:
mnt-ref:
mnt-by:

person:
address:
address:

ORG-UOWB1-RIPE

Zapadoceska univerzita v Plzni
OTHER

Zapadoceska univerzita v Plzni
Univerzitni 8

Plzen

306 14

The Czech Republic

+420 377 635 700

abuse@zcu.cz

ORG-CA9-RIPE

UOWB1-RIPE

UOWB1-RIPE

UOWB1-RIPE

TENCZ-MNT

TENCZ-MNT

Vladimir Rudolf
Zapadoceska univerzita v Plzni
Centrum informatizace a

vypocetni techniky

phone:

phone:
abuse-mailbox:
nic-hdl:
mnt-by:

+420 377 632 700
+420 377 632 805
abuse@zcu.cz
VR3-RIPE
TENCZ-MNT
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IP mikrokosmos

 Pridélovani IP adres
- Na zakladé HW adresy (MAC)
- Na zakladé elektronické identity (login +heslo)
« Bezdratoveé sité
- Moznost urceni polohy (triangulace)
- Pozor na provoz vlastniho AP!
« Vazba IP adresa - Cas - uzivatel
- Lokalni spravce vi presne, komu a kdy bylo IP pridéleno
- Pouzivana IP adresa neni anonymni!
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Auditni zaznamy

« WWW

[06/Dec/2010:12:34:37 +0100]
195.113.134.228 grey.cesnet.cz
"GET /search?Gravity+free+download HTTP/1.1" 200 1986 "-"
"Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.9.2.14pre)
Gecko/20101204 Ubuntu/9.10 (karmic) Namoroka/3.6.14pre"

« Elektronicka posta

Nov 22 15:05:58 office2 postfix/smtpd[27935]: CAF18EDO00Q73:
client=grey.cesnet.cz[2001:718:1:6::134:228], sasl method=LOGIN,
sasl_username=pavelk

Nov 22 15:05:58 office2 postfix/cleanup[30693]: CAF18ED0073:
message-id=<20131122140558.GC1700@cesnet.cz>

Nov 22 15:05:59 office2 postfix/gqmgr[2599]: CAF18ED0073:
from=<ph@cesnet.cz>, size=7206, nrcpt=1 (queue active)

Nov 22 15:06:00 office2 postfix/smtp[31597]: CAF18ED0073:
to=<oleg@cesnet.cz>, relay=postino.cesnet.cz[195.113.144.242]:25,
delay=2.1, delays=1/0/1/0.11, dsn=2.0.0,
status=sent (250 2.0.0 rAME5x59029798 Message accepted for delivery)
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Uéel

Reseni problémd

oooDnD OOED DO e

Jaka préva mé ugivatel? SRRRSERRRR =, 'gR
Bvl 7ad k predan dal? medasaauammamm 0 b 4
yl pO0Zadavek predan aal: e e @A 30 &

S jakou skoncil chybou?

Proc?

Ladéni sluzby/sité

Kolik pozadavkl v jakych okamzicich sluzba vyrizuje?
Na jaké cile?

Kde je vhodné optimalizovat?

Kde jsou Uzka mista?

Bezpecnost

Nejsou pozadavky na sluzbu neobvyklé?

Na konkrétni stranku? Adresu?

V neobvyklém mnozstvi? Formatu?

Nepristupuje klient na misto, kam pristup mit nema?

Ochrana provozovatele

,Za détskou pornografii na serveru neneseme zodpovédnost,
nebot ji tam nahral uzivatel X v ¢ase Y z adresy Z“
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Pristup k datum

« Je tfeba mit kompletni pristup k datlim, se kterymi pracuiji
« A vzdy existuji zamestnanci, ktefi musi mit pristup k

- Loglm .
. o ) GCreep: Google Engineer Stalked Teens,
- Administrativnim rozhranim  Spied on Chats (Updated)

- DatUm uzivatell B

We entrust Google with our most privates
communications because we assume the
company takes every precaution to
safeguard our data. It doesn't. A Google
engineer spied on four underage teens for
months before the company was notified of

the abuses.

David Barksdale, a 27-year-old former
Google engineer, repeatadly tock advantags
of his position as a member of an elite technical group at the company to access users' accounts,
violating the privacy of at least four minors during his employment, we've learnad. Barksdale
met the kids through a technology group in the Seattle area while working as a Site Reliability
Engineer at Google's Kirkland, Wash. office. He was fired in July 2010 after his actions were
reported to the company. [Update: Google has confirmed the security breach. An update

appears below.]

http://gawker.com/5637234/gcreep-google-engineer-stalked-teens-spied-on-chatshttp://gawker.com/5637234/gcreep-google-engineer-stalked-teens-spied-on-chats
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Co o0 nas prozradi SW - WWW

connection: keep-alive

accept-language: cs,en;q=0.7,en-us;q=0.3

content-length: 0

accept-encoding: gzip,deflate

referer: http://www.google.com/search?qg=cesnet&ie=UTF-8&0e=UTF-8

host: www.cesnet.cz

accept: text/html,application/xhtml+xml, application/xml;q=0.9,*/*;0=0.8

accept-charset: windows-1250,utf-8;09=0.7,*;0=0.7

keep-alive: 300

user-agent: Mozilla/5.0 (X11; U; Linux 1686; cs-CZ; rv:1.9.0.4)
Gecko/2008112309 Iceweasel/3.0.3 (Debian-3.0.3-3)

cookie: UID=ph; SESSION_ID=AF347DC667.33985

« Referer - stranka, ze které prichazim
« Prohlizec, platforma vCetné presné verze

o« ol o o B o o Y

(Kde nechal tesar diru v této verzi..?) f::::;::;::r

S ih ot e b L R

\-'1" i‘"‘ LA"-".""Q

« Cookie - identifikator sezeni nezavisly na IP wisghutioeey. .

* \4 ++¢ts44&+¢m
: &Ja+¢004 Lo

(personalizace, sledovani)

Priklad: Orbitz - uzivatelé Mac( si zaslouZi férovou cenu
http://edition.cnn.com/2012/06/26/tech/web/orbitz-mac-users/
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Nevime, kdo jste,
ale vitejte zpatky

« Cookie, Flash Cookie, Silverlight Storage,
IE UserData, HTML5 Storage, Cache, historie...

samy.pl/evercookie

« UserAgent, HTTP_ACCEPT, nainstalované pluginy,
fonty, Casova zona, rozliseni, cookies, JS vlastnosti

panopticlick.eff.org
o Zkuste si sami
browserspy.dk
« Rozsireni LightBeam pro Firefox

19.11. 2014 SecFest #2014
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P2P site

79 ‘
@ BitTorrent <,° Direct Connect ¢ //), A

« Ve vetsine siti je stahovany obsah automaticky
nabizen

- Nékdy Ize v klientech omegb(:pé%&%?%&é%/@r@@ instalaci)
- U nékterych je to n%gﬁllna vlastnost protokolu ( ButTorréh@

 Po pripojeni do PgP sité OO
- Informace o mnﬁ (a mé nabidce) s sit|' S
- Vidi je kazdy, kd?o 0 N€ ma zajem .. g
.. tedy | vIastnlcﬁ)(;autorskych prav| OO
- Velké filmové spoleé?@stl jsou velmi aktivni DOO

https://www.google.com/transparencyreport/ @ S

19.11. 2014 SecFest #2014
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Anonymizace - Tor

« Z&dny uzel nezna kompletni cestu

« Sit je heterogenni

« vystupni uzel mGze nést zodpovédnost

« ! hrani¢ni uzly musi vidét plvodni data
Tor je sit dobrovolnikd

- a s dostate¢nou vypocletni silou Ize mit pod kontrolou zajimavou ¢ast exitd




Vedome sdileni

e
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Kdo jsme

facebook | % myspace fETN:|in]
« Osobni stranky, blog, CV

* Freemail yazool (Gmail
« Odkazy, komentare
* Verejné databaze: CZ.NIC, RIPE

- Ale i: Obchodni rejstrik, Katastr nemovitosti P e
’ IV s Na této fotce oznacen:
« Co 0 nas napisi jini Pavel Kacha
: , Cor . o s Pfidano 20 led
- V diskusich, na socialnich sitich o se milibi w5 ﬂ
- Pfidat komentar

— Na firemnich a skolnich webech

19.11. 2014 SecFest #2014
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... kde se muzeme ocitnout

—
| TERns

ks Hotel Denisa
[ e s

05 i o [ i e i
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Hledani vazeb

« Prezdivky, neobvykla jména
« Zpétné odkazy
« Fotografie

- zpéetné hledani - TinEye, Google Images
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Kde jsme

» JOTREIRID Googlebuzz®  [Listing all those

PIEASE ROB ME I;Eere
 Fotografie
- GeoTag -> EXIF (ortand
« Wifi sité - SSID —

= Getac Camera

o .
= m] E il
3 61 1666

Recent Empty Homes

763 new opportunities

(@ v BT HOMI {
Community & Econ Dev quarte
http:/idsg.com/SwHsgl

E.a.. Bra . PR . - ell'lu
19.11. 2014 SecFest #2014 CESNET 19




#}5‘ A5 4
-
\_F W SORA SKOLA ‘%
&"’ CHEMICKO-TECHNOLOGICKA L ¢ "E-;
< WV PRAZE /@
x 4
Ceske vysoke &
uteni technické /'S Wysoka Ske
F v Praze ¢ chemicko-technc
] £ v Praze
£ X 4
& ’,f
N m. Cesnet 3
Y & ¢
-~

Wardriving ve velkém...
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Socialni inzenyrstvi

 Prizkum Carnegie Mellon University

https://www.andrew.cmu.edu/user/nicolasc/publications/CEVG-FC11.pdf

F Distributed Computing Client

Click *Start” to begin. ‘When the timer runs out,
a code will be displayed. Please enter this code
into Mechanical Turk to receive payment.

Time Left: 52:50

Cancel

Fig. 1. Screenshot of the “Distributed Computing Client.” After subjects clicked a start button,
a timer ran for one hour. Once the timer expired, a completion code was displayed. Subjects
entered this completion code into Mechanical Turk in order to receive payment.

19.11. 2014 SecFest #2014
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Vyuziti dat?

Target - prekvapeni pro rodice

http://www.forbes.com/sites/kashmirhill/2012/02/16/how-target-figured-out-a-teen-girl-was-pregnant-before-her-father-did/

TARGET

eV f
POJIStOVI‘]y - screening socialnich siti je levnégjsi, nez zdravotni testy
http://online.wsj.com/news/articles/SB100014240527487046486045756207509980729867?mg=reno64-wsj&url=http%3A
%2F%2Fonline.wsj.com%?2Farticle%2FSB10001424052748704648604575620750998072986.html
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Anonymita?
RIPE

facebook —=NCC
Linked ). (Cpqai ©ov8le buzz &

§ myspace - ’
Al .| “YasHooOL
\ L

i’ “amazon
webservices

Komumkace

Google docs
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Dekuji za pozornost.

The Joy of Tech-.

b

In the 1990’s

ON THE INTERNET,
NOBODY KNOWS
YOU'RE A DOG.

SecFest #2014

by Mitrozoc & Snaggy

—“
OUR METADATA
AMNALYSIS INDICATES

THAT HE |S DEFINITELY a BLACK SPOTTED

A BROWN LAB. BEAGLE-MIX, AND |
I SUSPECT THEY

WITH A WHITE AND

joyoftech.com
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