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Epizoda I.

Uvod do McAfee na ZCU



Centralni sprava

ePolicy Orchestrator (ePO)
o Centralni server
o apollon.zcu.cz, epo.zcu.cz

System Tree
o Stromova struktura systému, kazdy vidi “svoji” Cast

Bezpecnostni politiky a client tasks
o Chovani a ukoly

Repozitar softwaru
Logy, dashboardy, dotazy, reporty...



Koncoveé stanice

e McAfee Agent

o Lokalni SW, zprostredkovava komunikaci s ePO
o Zajistuje provedeni serverem definovanych ukolu
e Pouziti
o Spravce: vytvoreni instalacniho balicku na ePO,
iInstalace na dany stroj
o Agent: zahajeni komunikace, ziskani ukolu a politik,
instalace a konfigurace dalSiho softwaru

e Zarazeni systému do System Tree

o Vygenerovani baliCku Agenta pro prislusnou skupinu
o Nastaveni pravidel na serveru (dle IP, hosthname...)



Moznosti lokalniho spravce

e Pristup do ePO na zadost

e Sledovani a sprava “vlastnich” systemu

o Vlastni Cast System Tree

o Nasazovani a ovladani agentu

o Definice a prirazeni politik a client tasks

o Vyuzivani logu, dashboardu, dotazu, reportu...

m Vytvoreni ClVem na zadost

e Centralni sprava CIV

o Repozitar

o Sprava uzivatelskych uctu

o Sprava serveru...



Epizoda Il.

Seznameni s MES



Dobry den, ja jsem MES

e MES = McAfee Endpoint Security

o Endpoint Security Threat Prevention
o Endpoint Security Firewall
o Endpoint Web Control

e Nahrada za

o VirusScan Enteprise (VSE)
o Host Intrusion Prevention System (HIPS)
o Site Advisor (na ZCU jsme nepouzivali)



Proc ® MES

e Udrzitelnost provozu

o Oficialni nahrada za starsi moduly
o Podpora Windows 10

e Konfigurace v ePO lmv MAME MES,

» - ¢ Amg!
o Prehledngjsi & B o TAME

[

o Propracovanegjsi

e Bezpecnostne
o Sirdi moznosti konfigurace
o LepSi funkénost
o Global Threat Intelligence
m Reputacéni databaze souboru, webu, zarizeni...




Proc ® MES

e Vylepsené GUI (plna lokalni konfigurace!),

i McAfee Endpoint Security Iilﬂlg
@ MCAfee Q, Scan System 4 Update Mow

An Intel Company

THREAT PREVENTION Status: Enabled

Status
FIREWALL Status: Enabled

©)] WEB CONTROL Status: Enabled

Event Log
Threat Summary
& Mchfee Endpoint Security last eliminated a threat vesterday.
Quarantine Top Threat Vectors in the last 30 days

Vector Threat Count
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Komponenta Threat Prevention

e On-Access Scan

O  Antivirovy stit

o Cteni/zapis soubord

o ScriptScan
e Access protection

o QOmezeni pristupu (registry, soubory, ...)
e EXxploit Prevention

o DEP (Data Execution Prevention)
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Komponenta Threat Prevention

e On-Access Scan (upozorneni na zasah)

@ McAfee Endpoint Security

McAfee zjistilo hrozbu.

1 Detections

Date Detection Mame Tvpe

21.1.2016 14:00 Artemis!ZBETIDCE124F  © Trojan

File Action

DiugGEMNmaR.alexe.exe | Delete

(= | E [

On-Access Scan Close
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Komponenta Threat Prevention

e On-Demand Scan (vyzadani uzivatele)

o Prave mysi tlaCitko - kontextové menu

CH  » Poctac » iy ) > coc » - || Poesoia p

Uspofadat = = Oteviit Sdilets = Yypalit Mova sloika

3 Dokumenty = Mazev polozky Datum zmény
J’r Hudba et e — ——
— Obra | e blnld‘} 14.9.2007 9:56 SloZka soubord
= razl — e, - -
= ¥ L. | mik Otevrit 14:00 Slozka soubori
B videa

I"-Je! Oteviit v novem okné 1516 SloZka soubord

| pay Windows Grep 13:01 SloZka soubord

M Pogitac
PE Locliac | pre Add to VLC media player's Playlist 16:52 SloZka soubord

&, 0s5(C)

sluz Play with VLC media player 17:02 SloZka soubord
u Data (D)

| vis 7-Zip 1%:41 Slozka soubord

Vymeénitelny disk i
== F'Hbl' mlﬂ}rlﬂ 1 B xp | Sl 19:31 Slozka soubord
% Public 101, ilet =
= " pre . o . 5 16:26 Adobe Acrobat D...
[5]  Synchronizace sdilenych sloZek 1

il F— | k
; I @ Scanfor threat IPI
bind9 Daturf zmd > can forthreats

Slozka soubord Odeslat
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Komponenta Threat Prevention

E MchAfee Endpoint Security

Scan for threats

I Scan complete. I
[tems scanned: 11
Elapsed time: 0 seconds
Detections: 0
Detection Mame Type File Action

wll
I
[o]
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Komponenta Firewall

e Klasicky aplikacni stavovy firewall

O

O O O

O

IP adresa

Protokol

Port

Aplikace

Moznost Casoveho omezeni

e Domeénovy firewall (DNS)

O

O

O

Pro odchozi spojeni
Specifikace domény
Blokovana komunikace (napr. phishing)
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Komponenta Web Control

e Omezeni pristupu na webove stranky
o Spatna reputace
o Vlastni blacklist
e Moznost definice whitelistu
o Napr. *.zcu.cz
e Podpora prohlizecu
o Internet Explorer, Mozilla Firefox, Google Chrome
o Neumi (zatim) Edge
o Lze zakazovat prohlizecCe
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Komponenta Web Control

e Hodnoceni stranek

O

O O O

O

Sedda = nevim, neznam

Modra = na spravcem definovanéem whitelistu
Zelena = zkontrolovano, bezpecné

Zluta = zkontrolovano, podezfelé

Cervena = zkontrolovano, nebezpeéné

e Reakce

O

V poradku

o Upozorneni, moznost projit
o Blokovani, bez moznosti projit
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Komponenta Web Control

a9 4 S-H-0 » =\HE

x

@ McAfee® Endpoint Security

This site belongs to a domain that is private
to your network.

We've tested millions of websites, but we
haven't tested this one yet. Be the first one to

submit feedback on it!

Access is allowed even though no safety report is available.
This site is allowed.

Mo site lookup has been done by Web Control. MoAfee Web Category: BlogsWiki
Bead site report
.
Komix pro tento mesic
learmmmlat el
QY Mcafee® Endpoint Security x QY Mcafee® Endpoint Security >
@ We've tested this site and found it safe to m i MeAfee Tested Daily to Help Prevent ID
eV e K4 SECURE" Thefi
MoAfee Web Category: Technical/Business Forums McAfes Web Category: Technical/Business Forums
Besad site report Resd site report
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Komponenta Web Control

?@) McAfee® Endpoint Security X

HLASENT ODP MCAFEE WEB CONTROLZ @

McAfee Web Category: Entertainment
Read site report

POZOR, | . J
HROZBA w

Stranka miiZe byt nebezpecna.
cs.nametests.com

A security risk is posed by this site.

McAfee Web Category: Entertainment
McAfee Security Rating: Yellow

Cancel Continue

Powered By: McAfee Endpoint Security

T e—
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Komponenta Web Control

@ McAfee® Endpoint Security X

HLASENT OD MCAFEE WER CONTROLZ

POZOR, |
HROZBA w

Stranka byla zablokovana.
exploitpack.com

x Stranka byla zablokovana.

McAfee Web Categorny: Malicious Downloads
Bead site report

An unacceptable security risk is posed by this site.

McAfee Web Category: Malicious Downloads
McAfee Security Rating: Red

OK

Powered By: McAfee Endpoint Security

U McAfee
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Komponenta Web Control

e Asistence u vyhledavani

activator | Activation Enjoy Full Version.

@ McAfee® Endpoint Security
crackmykey.com - Download Free Software Crack, Patch ...@ |
crackmykey.com/ =
Download clean and working software crack, patch and serial keys today.

PirateCity.NET: Download Full Version Cracked Pc Softwares @ &  PirateCity.NET: Download Full Version Cracked Pc Softwares
_piratecity_netuf & 3 hitp:/hwowwe piratecity.net/
Get Cracks, Senal Keys, Patches, Activators, Keygens, For Any Pc Software Without

Sumveys. Read site report

Site Content:
+ Potential llegal Software

Cracked android apps free download, Apk free download ...@
www.crackapk.com/ -
Cracked android apps free download, Apk free download, Application for android, Top
crack apps free download, Latest crack apps free download | Hot crack __.



Platformy

e \VIindows

o Otestovano na vsech podporovanych verzich
m Opravdu nejvyssi Cas se zbavit XP

e Ostatni platformy

o Vysoce...experimentalni
o Virus Scan Enterprise for Linux
m Jen 64Db, ne vSechny verze vsech distribuci
m Potfeba nékolik osklivych hacku
m On-Access Scan + lokalni konfigurace
o MES for Mac
m Zatim bez uspechu



Epizoda lll.

Politiky pro MES



Rychly uvod do politik

e Politika = definice chovani daného modulu

o Vypnuti a zapnuti ruznych funkci
o Pravidla firewallu

o Parametry antivirového testu

O

Blacklisty a whitelisty webu
O

e \Veskereé produkty McAfee konfigurovany
kompletné pomoci prirazeni politik
vytvorenych na ePO serveru
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Defaultni politiky

e EXxistuji pro kazdy typ politiky
e \/ytvorené a aktivné spravované ClVem

o Testovani, ladeni, podpora
o Reakce na aktualni situace a hrozby (phishing...)

e Ve vétSiné pripadu postacujici a vyhovuijici
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Typy defaultnich politik

e Global-standard

o Defaultni pro lokalne spravované stroje
o Konfigurace dle CIVu ("nejlepsi védomi a svedomi”)
o Moznost lokalné ménit nastaveni pres GUI

e Global-Orion

o Defaultni pro stanice ve sprave ClVu (1S)
o Stejna konfigurace jako standard
o Bez moznosti lokalnich zmén pres GUI

e Global-off

o Dany modul Ci funkCnost kompletne deaktivovana
o Pouze typy politik, kde to ma smysl|
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Vlastni politiky

e Nevytvarejte, pokud to neni opravdu nutné
o Defaultni politika => méné prace pro vsechny
o Prehlednost, jednoduchost, ladeni chyb
e Pokud vytvarite, dodrzuje konvence
o Jmeéno zacina zkratkou fakulty Ci oddéleni
o Napr. CIV - ucebny - U666
e Kdy maji smysl|?
o Pravidla firewallu
o Blokovane a povolené weby
o Specialni software Ci skripty
o ...ale jste vtom sami (prip. konzultujte s ClVem)



Prenos soucasnych politik

e “Mam néco nastavené ve VSE/HIPS, budu

to muset klikat znovu?”
o S trochou stésti ne :-)

e Pravidla firewallu

o Prevedeni politiky s FW pravidly pro HIPS na politiku
pro MES pripraveno
o Provede CIV AUP na vyzadani
e Ostatni politiky

o Individualne po dohode
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Epizoda V.

Prechod a nasazeni



Instalacni client tasks

e Client task = ukol, zadany serverem klientovi

o Napr. spusteni testu, aktualizace nebo instalace
nového sw Agentem

e Prechod na MES

o Deaktivovat Ci odebrat instalaCni tasky VSE a HIPS
o Priradit Agent Product Deployment client task:

m Install - MES (Full) - vSechny moduly

m Install - MES (TP FW) - bez Web Control
o Jako na fronté...poCkame a uvidime.

e Zmeny provede AUP na Vasi zadost
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Monitoring prechodu na MES

e Dashboard na ePO
o Monitoring Prechodu 2016
o Kazdy vidi “svoje” systémy
m Opravdu? :-)
e Jiné dashboardy, dotazy Ci reporty

o Individualné na zadost
o Plati nejen v tomto pripade
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Dashboard pred prechodem na MES

Reporting

Dashboards [Menitoring Prechodu 2016 [+] | Dashboard Actions *

4 l PES L Uparnde _Progress (AL, i o lporade LAl R Motiules
' Number of Managed Sys... { Assignment Path Number of Managed Systems
B Old meodules 228 Total o
Total 228
sl s Ungrade Progress (Somel alaliES olipprada o Oid Madulas
' Number of Managed Sys... I Assignment Path I Number of Managed Systems
B Old modules 228 My Organization\Local Admins'_remowve_ally, z
Total 228 My Qrganization\Local Admins\FPEY 106
My OrganizationtLocal Admins\FPE\KL_uceb2! 23
My Organization'\Local Admins\FPE\KL242 Ap 12

My OrganizationLocal Admins\FPEVSWVRY,
My Organization'\Local Admins\FPE\Wwpn-rdesk

My QrganizationtLocal Admins\FPEVZAMY 16
My Organization'\Local Admins\FPENZAM\Chec B
My OrganizationLocal Admins\FPEVNZAM\Min_| 47

Total 225




Dashboard béehem prechodu na MES

Reporting

Daﬁhboardﬁ | Monitoring Prechodu 2016

Izl' Dashboard Actions = |

¥ | MES- Upgrade - Progress (ALL)

B ALL new modules

N Old modules
Total

| Number of Managed Sys...

714
138
852

Assignment Path

My Organization\CIV\Computer Lahs),

My Organization\CIVYComputer Labs\CD20:
My Organization\CIV\Computer Labs\EP207
My Organization\CIVyComputer Labs\H13xx'
My Organization\CIVYComputer Labs\Kiosks
My Organization\CIVyComputer LabsiUI201'
My Organization\CIVComputer Labs\UI202
My Organization\CIVyComputer LabsiUI203'
My Organization\CIVYComputer Labs\UIS05]
My Organization\CIVyComputer Labs\UU408
My Organization\CIVYComputer Labs\Virtual

Number of Managed Systems

125
27
15
58
B
21
20
12
.2,
36
5

m

Ll iEz Upprade L Prowezs (Fome)

v LQEE-W-WM#

B Some new modules

H Old modules
Total

Number of Managed Sys...

719
133
852

Assignment Path

My Organization\CIV\Computer Labsh,

My Organization\CIV\Computer Labs\CD20:z
My Organization\CIVyComputer Labs\EP1XX
My Organization\CIV\Computer Labs\H13wod
My Organization\CIVYyComputer Labs\UU4086
My Organization\CIVAIS K1Y

My Organization\CIVVIS K1leasingh,

My Organization\CIVAIS K1WirusScan Onlyh
My Organization\CIWVAIS K2\

My Organization\CIVAIS K2\leasing',

My Organization\CIVAIS K2Whygimbkagh,

Number of Managed Systems

,_.
e Y

L o 1 R 5 % |

m
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Harmonogram prechodu na MES

e Cerven 2016 (souéasnost)

o Nasazeno a otestovano na IS stanicich

o Zahajeni upgradu na lokalne spravovanych stanicich
e Cerven - srpen 2016

o Upgrade na lokalne spravovanych stanicich

o V rezii jejich lokalnich spravcu za podpory CIV
e Zari 2016

o Povinny/ClIVem vynuceny upgrade zbylych stroju
e Rijen 2016
o Ukonceni podpory VSE a HIPS (i stroju s nimi!)
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' &AW 4

Reseni potizi pfi prechodu na MES

e \ypnout a zapnout :-)

e \/Se krome Agenta odinstalovat a znovu
nainstalovat pomoci client tasks

e Zkontrolovat spravneé prirazeni a nastaveni
client tasks

e Zkontrolovat aktualnost verze Agenta
(15.6.2016: 5.0.2.333), upgradovat Ci
reinstalovat agenta

e Pozadat o pomoc CIV (via Helpdesk)
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Epizoda V.

Diskuse, dotazy,
workshop...



