? 8ECESNET
LAB oo ‘"

Trnita cesta CryptOlOckeru

Ales Padrta
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%Forenzni UVOd n II S | OVO

laborator

e Ukazka spoluprace

o Univerzitni CSIRT & forenzni laborator

o Zapadoceska univerzita v Plzni
(WEBNet Incident Response Team)

e FLAB - Forenzni laborator CESNET

e Schéma

o CSIRT resi incident

o CSIRT potrebuje informace

o Forenznilaborator poskytne informace
e CSIRT zuzitkuje informace
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LGI?B aboratr

D&jstvi I: Stav na ZCU
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LC;? Podvodné e-maily ...

laborator

Predmeét: Elektronicka faktura

Datum: Wed, 3 May 2017 18:31:19 +0200

Od: Martin Vesely <info@studiomazzottiecruciani.it>
Komu;: EEEEEEEEENEQNENEN zCu.cZ

To je faktura:
https://dl.dropboxusercontent.com/s/y22gf69tyupindf/578171.zip?dI=0

Pokud budete potrebovat dalSi pomoc, nevahejte se na me obratit.

Se srdecnym pozdravem,
Martin Vesely

5.fr>

Kompletni informace:

Vazime si vasi prace.

S pozdravem,
Jakub Krejci

https://dl.dropboxusercontent.com/s/xjbju2tx1k1ruq8/439937.zip?dI=0
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N .. a jejich nasledky

laborator

All your valuable data is now encrypted by CryptoLocker

Install TOR browser and visit our website to get solution

+ Use Internet Explorer, Chrome or FireFox to access Tor Project website: https:/iwww.torproject.org/download/download-easy.html.en

;-. ), '\3 e = | @ | https:/fwww. torproject, org/downloas

7| CryptOLOcker o [mf
=]
we have encrypted your files with CryptOLOcker virus Bl E3
k, you need to provide
brriet Connection.
Your important files (including those on the netwark disks, USE, etc): photos, videos, documents, etc. were encrypted with our CryptOLOcker virus. The only way to get
your files back is to pay us. Otherwise, your files will be lost. r
| HOW_TO_RESTORE_FILES.tit — Pozndmkovy blok ===

Caution: Removing of CryptOL0cker will not restore access to your encrypted files.

To recover your files you have to pay.

In order to restore the files open our website http://2ymh2gnnbgépgq2r. tigercity. pl/gh42td. php?user_cod

If the website is not available please follow these steps:
1. Download and install TOR-browser from this link: https:/www.torproject.org/download/download-eas

2. After installation run the browser and enter the address: http://gdzll7bykhnvtajj.onion/gh42td.phpius
3. Follow the instructions on the website.
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Soubor Upravy Format Zobrazeni  Napovéda

'l WE HAVE ENCRYPTED YOUR FILES WITH CryptOLOcker !!!

Your important files (including those on the network disks, USB, etc): photos,
videos, documents, etc. were encrypted with our cr¥pt0LOcker. The only way to
get your files back is to pay us. Otherwise, your files will be Tost.

You have to pay us if you want to recover your files.
In order to restore the files open our website

http:Nzymhzﬁnnbgﬁpngr.t'iger‘C'ity.p'Ifqhd-ztd.php?user_ccude=e5\-.w09&user‘_pass=320?
and follow the instructions.

If the website is not available please follow these steps:

1. pownload and run TOR-browser from this link: https://www.torproject.org/downl
2. after installation run the browser and enter the address: http://gdz117bykhm
3. Follow the instructions on the website.
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Dejstvi Il: Analyza
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ﬁ r:l:::lazti:)if Clll e a n a |ylzy

e Potreby CSIRT

o Ziskat informace
e Reakce naincident
o Preventivni kroky

e Otazky k zodpovezeni

1. Jakou roli hraje odkaz pri infekci ransomwarem?

2. Jaké jsou lokdlIni a sitové charakeristiky indikujici otevreni
souboru?

3. Jak Ize zablokovat ¢innost malware?
e Rychlost je klicova

e Pribézné sdélovani nalezenych informaci
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ge=  Analyza —od e-mailu k ransomware

laborator

e Hypotéza:

o Podvodny e-mail vede k instalaci ransomware

e Prubéh

e Zaslani podvodného e-mailu s odkazem

o Stazeni archivu zip z Dropboxu

this["\wuB865%uB8076 5141 uBB6c” ] {"\x6e\ 1455167 \uBBs1y 1434168151 uBB7 6e\uBBa5s 8\ x4f ~

o ...
e Analyza archivu

o Nazev: 319291.zip
e Obsah:

o nortonsecured.png
o 319291.js
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byuBB86a\ufBGS\x63t\uAAZE8\UBB22USCc uBB72i A7 B\ X7\ x2e%123he\ x6c\X6CY " \51" ) [ /%5353
FL275115167599216351961B 41 04BBLGGLA1127 893137207 49038113767 UB7O7RL63193 1654095,
C1L78O4925%/"Run™ ] {"\x43\udBhdDA\xZ2 X200 48 AAuBB63 220\ x65\ 63\ uBB68\ulBo+ e\ 166
111G BYV165 156 1455 181 u 887 A4 1454228123 uBB6 3\ uBA7 21y uBA7 A\ uAA7 4 56 181uB
B 2N 147165 uBB6d N X 65N NUBB7 SN X2 B0 X2 0N X 200 S 1 u B a2 0 u 083 e\ X2 BN S5 12 X AL M X5 e B
0253134\ k37 uBB36\uBA3 7N 7 0N R I2NGT VT OS5\ X2\ RS U\ U BAS B\ uARS 4, 40 u B026 uBA26 Y1641\
B06d W65\ UBAGFAXTFSEA X2 0063 AR20\B6\X200\ X7 7163\ uBB7 2\ uB062pEN B\ X2 F 105,72 11258
WUBB6I BB 2N\ uBB62p e A BNAS A XS N U BBLS N uBBLd Y12 BN U513 87660 XITBAXI2A K37 uBB3 865
uBB82e\ 1245130088548 4B 42 uAB25, 628 1 46U 156 uBBS 3160 6 PV15 74156 uBB25, 62 u B B3
BN62uB029 45\ xI7BEN NI\ U2CEA OB\ UBO7 Y\ TP Z223D\ 45\ uB032 uBB2 A\ uAB25,628 x38ul
B30 uBB35 Y 3N RIZNAS G2\ XAINAS U B3 2 62\ BA65E V62 k32X 2D\ X252 uBB32 163\ uBB7 By,
UBABOFLISOAETIe N1 B2\ KO A\ X6\ U BB7 9%\ 32 uBB3 2 452 x39 X 25%63 v uBBa2 152415241184 157
WUAAS2Y121%3D4 2524 %3 M\ X254 62 uAA38YGIVA3 B\ X342 R 25203\ uBA3 2 uAA32\ 57\ uln322+
WASAG2N62 6P\ uBB7 4\ X 65\ uBB255uB03 2\ x32uBB25 6293\ 33N 102 163P 01 27 AN 143 A5
WO AN SN uEeI2 N 003 BN 25\ uB0I2 0N 367/ uBB35udB3 N uBE25 % 232 u BB\ 22528 x 32 u Bl
6F W7 B\x252%uB032\53 %2562\ uBB32e\x6e\uBB25\uBB322uBB25uBB32 uBA3P\ k25 x33B1
W63 \vu06dy 123 u 0084130 45 u 8833\ u BBy X252 8 uBB25 %62\ 1383\ 38V 06\ 37\ 60 45Y,
UBB32NuB0LI N A5\ XI225 187 uBBASEA 62 x32uBB2bE uBB32,62 xSl 80825, x3 24,62 uBB254 62

uBAZ9%\UBAZIBNT B5X V1561114132 X 4e\ 453\ x B\ U AB25 Y ziN6
na\uBE38\ %2525 uBB43%\uB0324 321\ uBB7 9\ %252 uBe3; Norton 2y
¥32\ 455U 0832571 uBP253 1 x 42 u 6075\ uBA7 4311 By u Bf g
B32\7 B\x371\63\uBB3L\X3 11452\ uBBA3\ 252\ uBBI2S Y SECURED A\
1250 157F V1511014545462 2 uBB25\ 1 BB329Y % 25U B3N, 433
"324462 5" [Z4dnj eol] 1L, 7495C uze

powered by Symantec
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laborator

L% Analyza — od e-mailu k ransomware

e Analyza javascriptu

o Deobfuskace
« Escapovani znakl (\u065 \x65 %65)
o Skladani kédu za chodu (exec, Wscript.Shell)
o Rozkladaniretézct (“rete“+“zec"
o Cinnost skriptu
« Stazeni souboru (dveé hardcoded URL)
o Ulozeni souboru do doc¢asného adresare (3 TEMP%)
« Spusténi souboru (start <soubor>)
o Hardcoded URL maji kratkou zivotnost

o Nutno stahnout rychle po doruceni e-mailu
o Skript deobfuscate-7s.py (rychlé zjisténi URL) pro CSIRT
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pe= Analyza — od e-mailu k ransomware

laborator

$ python deobfuscate-js.py 324462.7js

CEhtyz= (80542, "responseBody") ;

jjJHORQ= (33042, "Write");

sPOWDAc= (96757,"open") ;

xcmSDMX= (38670, "GET") ;

EXnIZN= (99448, "type")

utHMHuUOA= (71341, "saveToFile");

OjGgiEv= (14431,"\\tmp304742.352");

dsop= (28880, "new ActiveXObject (\"Msxml2.ServerXMLHTTP\")") ;
plodJddP= (51448,"http://kolives.pl/file/ret.£fgh");

hNoJ= (58497, "send") ;

LNIKiLv= (75328,"http://pinusels.pl/file/ret.£fgh");
JzViY¥= (92551, "new ActiveXObject (\"ADODB.Stream\")") ;
SVEHjWu= (88493, "new ActiveXObject (\"WScript.Shell\")");
WFLcP= (17372,"eval") ;

rCmB= (96798, "$TEMPS%") ;

GuyZdu= (99062, "ExpandEnvironmentStrings") ;

2017-06-28, Seminar CIV, Plzen




S? «=x ANalyza —od e-mailu k ransomware

laborator

e Stazeny soubor

e ret.fgh, sef.cvb, ..

$ file ret.fgh
ret.fgh: PE32 executable (GUI) Intel 80386, for MS Windows,

Nullsoft Installer self-extracting archive

e NSIS (Nullsoft Scriptable Install System)

o Obsahuje soubory (archiv)
o /Zip
o Obsahuje pokyny (skript/kéd)
o Nullsoft decompiler, IDA Pro disassembler
e start ret.fgh =instalace

e CryptOlOcker? Botnet klient?

2017-06-28, Seminar CIV, Plzen 11



laborator

L% Analyza — od e-mailu k ransomware

e Analyza NSIS instalatoru

o Pokus o dekompilaci (Nullsoft Decompiler)
o Selhani ... Spatny format?
o Modifikace instalatoru utoCnikem
« VloZena vlastni DLL + Sifrovany obsah
« Obsah je desSifrovan, vlozen do béziciho procesu
« DeSsifrovany kod neni na disku (!)
« Detailni popis:

Ransomware Families Use NSIS Installers to Avoid Detection, Analysis
(Charles Crofford, Douglas McKee, 2017-03-28)

o Detailni staticka analyza zavrzena

« Duraz na rychlost —> provedeni dynamické analyzy

2017-06-28, Seminar CIV, Plzen 12



LR o Analyza — od e-mailu k ransomware

e Vysledky dynamické analyzy

Potvrzeni modifikovaného NSIS instalatoru
Vyuzivani lokalniho tempu aktualniho uzivatele

v 7 427 Process Explorer - Sysinterals: www.sysinternals.com [vs-PC\vs] =R ==
VytvoFeni procesu svchost.exe ==
. = IREIN-NER=1=00= RS X=00 A &l [ I
Process CPU  Pivale Byles  WordngSet  PID Desciption -
o i services.exe 002 4068 K §612K 468
. e . o S
] VBoxSenice exe 003 2668K 4768K 64D
e Codein jection o s i
[ swchost exe 12540K  12252K 780 Host Process for Windows
5[] suchost exe <0 3136K 8672K 836 Host Pro ows
8] dwm exe 396K 608K 2004 Sprves
[ svchost exe 001  14888K  2498K 368 HostPro
[]svchost exs 4588 3363K 1044 Host Fro
([ J ryp C e r [ ]suchost exe <0 B136K  10096K 116D Host Pro
[spoolsv.exe 4196K 8088K 1308 Spooker
i swchost exe 813K 9264K 1336 Host Pro
y ] suchost exe 3368K 7112K 1436 Host Pro
VeV A4 57 svchost sxs 1244 K 4044K 1760 Host Pro
Tsppsveexe 269K 7972K 864 Microsolt
[)imskhost exe 225K 5650K 126D Host Fro
7] Searchindexer exe 21200k 12084K 100 Mcrosoft -
[ svchost exe 001  148212K  35336K 2652 Host Processfor Windaws
s ]svchost exe L 4804K 2432 Host Process for
T S
C . \ProgramData\ lmex 1088K 2836K 484
B 02 144K 522K 380
i conhost exe <0 544K 4460K 212 Consols Window Host I
] wirlogon e 132K 468K 408
C:\ProgramData\<random>\ o — 21 el o ——
[ RE Exe

HKCU:\Software\Microsoft\Windows\CurrentVersion\Run\

Spoustén je opéet ,NSIS instalator”

2017-06-28, Seminar CIV, Plzen 13



laborator

S? «=x ANalyza —od e-mailu k ransomware

Aplikace | procesy | Sluzby | vykon | Sitd | Uivatelé

e Cinnost CryptOlOckeru
o Zajisténi persistence .
o Zalifrovani soubord o

« Nahodné generované pripony
« V kazdém adresari instrukce v TXT a HTML

e Smazani shadow copy

vssadmin.exe Delete Shadows /All /Quiet

o Nastaveni informaci pro uzivatele
« Pozadi plochy (wallpaper)
« Otevreni HTML instrukci v Internet Exploreru
« Otevreni TXT instrukci v Notepadu
« Zobrazeni okna s instrukcemi

2017-06-28, Seminar CIV, Plzen 14



laborator

L% Odpovedi na otazky

1) Jakou roli hraje odkaz pri infekci ransomwarem?

o Odkaz vede na archiv s javacsriptem, ktery po spusténi stahne
dalsi soucasti malware z webu. Jde o prvni krok vedouci
k instalaci ransomware CryptOlOcker.

2) Jaké jsou lokalni a sitové charakeristiky indikujici
otevreni souboru?

o Lokalni: zasifrované soubory, zména pozadi, zobrazeni
informaci o platbé (notepad, IE, aplikacni okno), persistence v

registrech odkazujici do $programdata%, proces svchost
mimo strom services.

« Sitové: komunikace dropboxem, s dropzénou, s C&C serverem
po HTTPS, DNS dotazy na nahodné domény tretiho radu

o LiSi se pro jednotlivé vzorky (seznam pro analyzované)
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laborator

Sa; Odpovedi na otazky

3) Jak lze zablokovat ¢innost malware?

o Doruceni e-mailu
« Docasné pravidlo pro obsah
o Stazeni z dropboxu

« Docasné blokovani Dropboxu
« Pouceni uzivatelé

e Spusténi javascriptu / spusténiv $temp%
« Pravidlo zabezpeceni koncovych stanic (blokovani $temp%)

e Stazeni NSIS instalatoru

« Blokovani komunikace s dropzone
o DeSifrovaci klice na C&C / Sifrovaci klice z C&C

o Blokovani komunikace s C&C

2017-06-28, Seminar ClV, Plzen

16



Dejstvi lll: Vyuziti informaci
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L% Reakce a prevence

laborator

e Reakce

o Nalezeni a izolovani napadenych zarizeni
o |IP adresy — provozni a lokalizacni udaje
o Kontakt postizenych uzivatel(
o Neplatit
« Informace o vhodnosti zalohovani
« Informace o podvodnych e-mailech

e Prevence

« Uprava pravidel AV systému

« Blokovani spousténi souborl v do¢asném adresari
o Efektivni
« Fungovalo i pro dalsi viny podobnych e-mail(

o Skoleni uzivatelC

2017-06-28, Seminar ClV, Plzen
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Sa; Forenzni laboratof CESNET {eanel

laborator

e Sluzby forenzni laboratore

o Analyza bezpecnostnich incidentu (reakce)

« Analyza zarizeni
« Analyza malware

o Penetracni a zatézové testy (prevence)
« Simulace realnych utoc¢nik
=> moznost na chyby reagovat vcas
o Doplnkové sluzby
« Konzultace

. Skoleni, seminafe, workshopy
o« Obnova dat

2017-06-28, Seminar CIV, Plzen 19



L% Nejblizsi workshop

laborator

e Forensic Training

o Pripraveno s Jeanem Benoit (University of Strasbourg)
e Dva dny (5. a 6. zari)
e Obsah

o Zajisténi dat
« Vytvoreni Casové osy
« Zakladni analytické postupy
« Sumarizace nalezu
« Prezentace vysledki
o Teoreticky uvod + prakticka cviceni
o Dalsi informace: Andrea.Kropacova@cesnet.cz

2017-06-28, Seminar ClV, Plzen
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https://flab.cesnet.cz

flab@cesnet.cz
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