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Reseni bezpecnostnich
incidentu na ZCU




Uvod

» Sit WEBnNet
» Bezdratova sit - eduroam, zcu-mobile
» Pevna sit - uCebny, katedry, koleje

» ZapadocCeska univerzita v Plzni

» Odpovédnost za svou sit
» FunkcCni pro uzivatele
» Bezproblémova pro zbytek internetu

» Pravidla pouzivani sité WEBnNet (10R/2008)
» Zakladni navod co (ne)délat
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ldealni stav
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|dealni stav

» VsSichni uzivatelé dodrzuji pravidla
» Zakony platné v CR
» Licencni a jina ujednani
» Univerzitni smernice
» Pravidlo ,zdravého rozumu®

BYLO DOKAZANO, 2E
TOHO L2E DOSAHNOUT

» Pripojena zarizeni
» Peclive udrzovana
» ZabezpecCena
» Pouzivajici legalni SW

. T ALE POUZE Ul KULOVITE
> Nikdo nema zlé imysly UNIVERZITY VE VAKULL..
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Realny stav
opak idealniho
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Co se muze pokazit

» Oblasti moznych problému

» Dostupnost (napr. DoS/DDoS utok)
Integrita (napr. zavirovani pocitace)
Duvérnost (napf. neopravnény pfistup)
PoruSeni zakonu (napf. autorsky zakon)
» Poruseni vnitfnich pravidel (napf. 10R/2008)

/

HALOOO?Z HLASIM NARUISENI
DOSTUPNOSTI. POSLO PIVO!

vvy

» Bezpecnostni incident
» Obecné naruseni nékteré z oblasti vyse
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Z ceho prameni vznik incidentu

» Neznalost TO SE OPRAVDU NESMIZL_
» Nemam ponéti, co delam
» Neznam dusledky

» Nedbalost
» Opomenuti JA S| NEVSIML,
> Umysl 2E JE NABITA!

» Zamerna aktivita
» Zamerné ignorovani pravidel

NEZNALOST SMERNIC BY
ME PRIPRAVILA O RADOST
2 JEJICH PORUSOVANI ...
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Statistika 2006-2017

= .m =
- f= Ll Ll
_B BB
—

LL0Z/L

MEE:

——— 9L0Z/L

——= 910Z/1

SLOZ/L
M SLOZ/L
¥LOZ/L

FLOZSL
ELOZ/L
ELOZ/L
ZL0Z/L
ZLOES
LLOZ/ L
LLOZSL
0LOZ/L
0LOZ/L
6O0Z/L

600ZS1L
800Z/L
800Z/1
LO0Z/L
LO0ES
900Z/L
900Z/1

¥ ] L™ Ly i

[t

100
a
2

Statistika bezpecnostnich incidentu

Muspiaul f120d



Statistika 2016-2017 (k 27.11.2017)

B Zranitelnosti

B Ostatni
B Spam
B Sdileni

LLOZSEL
LLOZSLL
LLOZS0L
LLOESB
L1L0Z/8
LLOESL
LLOE/S
LLOESS
LLOESY
LLOZSE
LLOESE
LLOES
9L0Z/ZL
L0z LL
9L0Z/0L
9L0Z/6
9L0Z/8
9L0Z L
9L0Z/9
9L0Z/S
9L0Z/ Y
9L0Z/E
9L0Z/C
9L0Z/ L

= =
ol

60

Statistika bezpeénostnich incidentu
40

Muzpioul £1204



Reseni incidentu
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Reseni incidentu

» ZCU ma zodpovédny pristup
» Bezpecnostni tym WIRT (WEBnNet Incident Response Team)
» Reakce na bezpecnostni incidenty

» Cilem je chranit
» Vlastni uzivatele

» Okolni internet
» Povést sité WEBnNet (resp. ZCU)
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Postup reseni incidentu

1) Zjisténi (detekce)

» ZjiSteni vlastnimi silami (IDS, McAfee, DeathRay, logy, ..

PO20R! U2\VATEL
HNOJNIKY PRAVE
2ACAL ROZESILAT

SPAMY, PO2OR!

» Ohlaseni treti stranou

» CESNET NetFlow, IDS, honeypoty, Mentat, ...

» BezpecCnostni tym jiné organizace
» DotcCena fyzicka/pravnicka osoba
» Zastupci drziteld autorskych prav

ZAPADOCESKA UNIVERZITA V PLZNI
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Priklad stiznosti zastupce vlastnika autorskych prav

Dear Sir or Madam:

We are contacting you on behalf of Paramount Pictures CorPoration (Paramount). Under penalty of perjury, | assert that IP-
'E?helo% I?]ty. Ltd., (IP-Echelon) is authorized to act on behalt of the owner of the exclusive copyrights that are alleged to be
infringed hérein.

IP-Echelon has become aware that the below IP addresses have been using your service for distributing video files, which
contain infringing video content that is exclusively owned by Paramount.

IP-Echelon has a good faith belief that the Paramount video content that is described in the below report has not been
authorized for sharing or distribution by the copyright owner, its agent, or the law. | also assert that the information
contained in this notice is accurate to the best of our knowledge.

We are requesting your immediate assistance in removing and disablin% access to the infringing material from your network.
W% also astk that you ensure the user and/or IP address owner refrains from future use and sharing of Paramount materials
and property.

In complylng{_ with this notice, Zapadoceska univerzita v Plzni should not destroy any evidence, which may be relevant in a
lawsuit, relating to the infringement alleged, including all associated electronic documents and data relating to the presence
of infringing items on your network, which shall be preserved while disabling public access, irrespective of any document
retention or corporate policy to the contrary.

Please note that this letter is not intended as a full statement of the facts; and does not constitute a waiver of any rights to
recover damages, incurred bP/ virtue of any unauthorized or infringing activities, occurring on your network. All suchrights,
as well as claims for other relief, are expressly reserved.

Should you need to contact me, | may be reached at the following address:

Adrian Leatherland

On behalf of IP-Echelon as an agent for Paramount _

Address: 7083 Hollywood Blvd., Los Angeles, CA 90028, United States
Email: p2p@copyright.ip-echelon.com

Evidentiary Information:

Protocol: BITTORRENT

Infringed Work: Baywatch

Infringing FileNamé: Baywatch (2017) [YTS.AG]
Infringing FileSize: 940417015

Infringer's IP Address: 147.228.121.121

Infringer's Port: 13769

Initial Infringement Timestamp: 2017-10-14T21:38:06Z
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Postup reseni incidentu

2) Overeni

» Informaci muze poslat kazdy
» Resime jen skuteéné udalosti
» Nase zaznamy
» Potvrdi vyskyt incidentu
» Doplni podrobnosti

3) Minimalizace dopadu

» Cilem je zastavit zhorsovani situace
» Odpojeni napadeného pocitace
» Zablokovani sluzby
» Zablokovani zneuzitého konta
» Odebrani pristupovych prav
> ...

» Docasné reseni do provedeni napravy
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Postup reseni incidentu

4) Provedeni napravy
» Technicka opatreni

» Odvirovani, reinstalace, rekonfigurace, ...

» Zména hesla, revokace certifikatd, ...
» Interakce s uzivateli

» Informace o incidentu

» Instrukce k (vy)reSeni incidentu

» Osobni navstéva WIRT
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Osobni navsteva

» Pohovor s uzivatel -
» U zavaznych incidentt ROZDIL ME2I ROZHOVOREM A
yenincident POHOVOREM JE STEINY JAKO
» U opakovanych incidentu MEZI ROZPRAVOU A POPRAVOL

» Na zadost uzivatele

» Standardni postup
» Vysvetleni probléemu
» Vysvetleni spravneho chovani
» Upozorneni na nasledky
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Nasledky

» Dopady vlastniho incidentu
» Napadeny pocita¢ — zneuziti dat, pfistupu, ...
» Odpojeni od sité

» Vymahani dodrzovani univerzitnich smernic
» Disciplinarni komise / poruseni pracovni kazné
» Omezeni ,nenarokovych” sluzeb

» Vymahani dodrzovani zakon( platnych v CR
» Trestne pravni rizeni
» Obcansko pravni fizeni
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Pohovor s uzivateli

» Ceho se pfi pohovoru rozhodné& vyvarovat

» Zapirat
» Vime vic, nez si myslite

» Vymyslet si historky
» DLP (Dojemny Lidsky Pribéh)
» Zname vSechny

» Nabizet uplatky a zadat vyjimky
» Mimo vase moznosti
» Mame standardni postupy

RANO ml UJELA TRAMVAJ,
PES MI LKOUSL OBE RUCE,
VYHODILI ME 2E ZKOUSKY,
JA JSEM PROSTE SMOLAR!

» Prubéh incidentu je zaznamenan v internich systémech
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Shrnuti

» Svét neni idealni
» bezpecCnostni incidenty
» ZCU
» Odpovédnost za univerzitni sit WEBnet

» WEBnNet Incident Response Team
» Reakce na bezpecnostni incidenty

» Doporuceni
» Dodrzujte 10R/2008 a ridte se zdravym rozumem
» Spolupracujte (kdyz uz jste uCastnikem bezpecnostniho incidentu)
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Dotazy??7?

Jifi Cepak / cepakj@civ.zcu.cz



