Reseni bezpec¢nostnich
incidentu na ZCU

Viktor Ferus / 2023



Uvod

» Sit WEBnNet
» Bezdratova sit - eduroam, zcu-mobile
» Pevna sit - uCebny, katedry, koleje

» ZapadocCeska univerzita v Plzni

» Odpovédnost za svou sit
» FunkcCni pro uzivatele
» Bezproblémova pro zbytek internetu

» Pravidla pouzivani sité WEBnNet (10R/2008)
» Zakladni navod co (ne)délat

ZAPADOCESKA UNIVERZITA V PLZNI WWW.ZCU.cZ



ldealni stav
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|dealni stav

» VsSichni uzivatelé dodrzuji pravidla
» Zakony platné v CR
» Licencni a jina ujednani
» Univerzitni smernice
» Pravidlo ,zdravého rozumu®

BYLO DOKAZANO, 2E
TOHO L2E DOSAHNOUT

» Pripojena zarizeni jsou
» Peclive udrzovana
» ZabezpecCena
» Pouzivajici legalni SW

. T ALE POUZE Ul KULOVITE
> Nikdo nema zle umysly UNIVERZITY VE VAKULI...
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Realny stav
opak idealniho
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Co se muze pokazit

» Oblasti moznych problému
» Dostupnost (napr. DoS/DDoS utok)
» Integrita (napf. zavirovani pocitace)
» Duvérnost (napf. neopravnény pfistup)
» PoruSeni zakonu (napf. autorsky zakon)
» Poruseni vnitfnich pravidel (napf. 10R/2008)

» Bezpecnostni incident
» Obecné naruseni nékteré z oblasti vyse

/

HALOOO?Z HLASIM NARUSENI
DOSTUPNOSTI. POSLO PIVO!

9

UL
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Z ceho prameni vznik incidentu

» Neznalost ‘To SE OPRAVDU NESMIZ !>
» Nemam ponéti, co delam
» Neznam dusledky

» Nedbalost
» Opomenuti JA S| NEVSIML,
> Umysl 2E JE NABITA!

» Zamerna aktivita
» Zamerné ignorovani pravidel

NEZNALOST SMERNIC BY
ME PRIPRAVILA O RADOST
2 JEJICH PORUSOVAN ...
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2022

Statistika 2020

Statistika bezpecnostnich incidentd
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Reseni incidentu
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Zjisténi

» Interni detekCni systemy
» Sledujeme L3 a L4
» L7 inspekci neprovadime

2 Odpovédét 2 Odpovédét viem (S Preposlat
pa 27.01,2023 0:02
W www-data <www-data@orion.zcu.cz>
FTAS - souhrnna zprava za ZCU: : day 2023/1/26

Komu sec-admin@civ.zcu.cz

Vysoky pocet spojeni na SMTP port.

Obdobi 1 2023/1/26 - ‘day’
Limit pro data : vice neZ 300 spojeni na SMTP port
Nalezeno : 8 zaznami

Limit pro zobrazeni: maximdln& 50 z&znaml

zdrojova IP jméno poet spojeni polet cili pPeneseno pres
1. 147.228. .zcu.cz 1100 1 Bory UI - internet,
2. 147.228. .Zcu.cz 949 5 Bory UI - internet,
3. 147.228. .zcu.cz 540 1 Bory UI - internet,
4. 147.228. .zcu.cz 508 1 Bory UI - internet,
5. 147.228. .Zcu.cz 460 1 Bory UI - internet,
6. 147.228. .zcu.cz 413 22 Bory UI - internet,
7. 2001:718 .zZcu.cz 356 1 Bory UI - internet,
8. 147.228. .zcu.cz 317 3 § Bory UL - internet,
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5  Zpréva o téfafich - Zpréva (H..

Zpriva Népovéda Q Reknéte mi, co cheete udélat.

x | & ‘|>.0[;O\

Odstranit Odpovédét  Rychlé  Piesunout Znacky Upravy Reé  Lupa  Insecure

M kroky ~ M
Rychlé kroky Lupa GpgOL &
Ut 14.03.2023 0:05
M Miner <miner@civ.zcu.cz>

Zprava o tézarich

Komu sec-admin@civ.zeu.

~
Dobré ranol Zde je souhrnny vypis nejaktivnéjsich téZafl za den 13 March 2023.
P Hostname CONT Events
147.228 zcu.cz| 16 94
147.228 su.cz 10 511
147.228 su.cz 10 101
147.228 u.cz 10 65
147.228 u.cz 9 54
147.228 zcu.cz 9 91
147.22¢ cu.cz 9 180
147.228. zeucz 8 59
147.228 ez 7 104
147.228 su.cz 7 27
147.228. u.cz 7 50
147.228. u.cz 7 171
147.228. ICu.cz 7 96
147.228 cucz 6 6
147228 zcu.cz 6 66
147.228.. 1cz 6 30
147.228 su.cz 5 22
147.228 u.cz 5 20
147.228. u.cz 5 18
147.228. u.cz 5 25
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» Externi detekCni systémy

E Mizka - Upozornéni na mazné problémy ve Yasi siti

Soubor MNapovéda Q Reknéte mi, co cheete udélat.

ede m T - =1
3y x D (5 Odpovédét ) PhishTank ¥ =M= C)\
_ : £ Odpovédét viem £} Predat nadffzen... |- — | -
:@, Odstranit Archivovat E'@. L — Presunout Znacky Upravy Rec Lupa  Insecure
£ Prepaslat EJ E-mail tymu N . B - S = >
Odstranit Odpovédét Rychlé kroky I Presunout lupa GpgOL & -~

ne 12,03.2023 20:21

A\/ abuse@cesnet.cz via RT <abuse@zcu.cz>
[ZCU RT3 #3IM3] (abuse) [M2 ] Nizka - Upozornéni na moZné problémy ve Vasi siti

Komu
ﬂZtéto zpravy jsme odebrali nadbyteéné konce fadkd, ~

Owner: Nobody

<URL: https://rt.zcu.cz/rt/Ticket/Display.html ?id=397713 »

VaZeni kolegové.

MaZe detekéni systémy zaznamenaly ndsledujici moiné problém(y) souvisejici s Vasim rozsahem IP adres nebo Vasi
doménou (uvedené Easy jsou v €asové zdné Europe/Prague):

[1] Stroj je zkompromitovan a je soufdsti botnetu.

Zdroj Prvni uddlost Posledni uddlost Detekt Zprav

147.228. 12 10.03. 13:17:17 10.03. 13:17:17 1 1

Vice informaci: https://csirt.cesnet.cz/cs/services/eventclass/intrusion-botnet-bot
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Zjisténi

» Externi hlaseni

£ Odpovédét /_‘:;"_Odpouédét\.riem £ Pieposlat

50 25.02.2023 15:05
ND @ NFOservers.com DDoS notifier via RT <abuse@zcu.cz>
[ZCU RT3 #I) (abuse) Compromised host used for an attack: 147.228. I [~423 Mbps]

Komu

Owner: Nobody

<URL: https://rt.zcu.cz/rt/Ticket/Display.html?id=396698 >

An IP address (147.228.HHEEEM) under your control appears to have attacked one of our customers as part of a coordinated DDoS botnet. We manually reviewed
the captures from this attack and do not believe that your IP address was spoofed, based on the limited number of distinct hosts attacking us, the
identicality of many attacking IP addresses to ones we've seen in the past, and the non-random distribution of IP addresses.

It is possible that this host is one of the following, from the responses that others hawve sent us:

- A compromised router, such as a D-Link that is running with WAN access enabled; a China Telecom which still allows a default admin username and password; a
Metis, with a built-in internet-accessible backdoor (http://blog.trendmicro.com/trendlabs-security-intelligence/netis-routers-leave-wide-open-backdoor/); or
one running an old Air0S version with a vulnerable and exposed administrative interface

- An IPTV device that is vulnerable to compromise (such as HTV), either directly through the default firmware or through a trojan downloaded app

- A compromised webhost, such as one running a vulnerable version of Drupal (for instance, using the vulnerability discussed at
https://groups.drupal.org/security/fag-2018-882), WordPress, phpMyAdmin, or zPanel

- A compromised DVR, such as a "Hikvision™ brand device (ref: https://www.hikvision.com/en/support/cybersecurity/security-advisory/security-notification-
command-injection-vulnerability-in-some-hikvision-products/security-notification-command-injection-vulnerability-in-some-hikvision-products/)

- A compromised IPMI device, such as one made by Supermicro (possibly because it uses the default U/P of ADMIN/ADMIN or because its password was found through
an exploit described at http://arstechnica.com/security/2814/86/at-least-3280808-servers-broadcast-admin-passwords-in-the-clear-advisory-warns/)

- A compromised Xerox-branded device

- Some other compromised standalone device

- A server with an insecure password that was brute-forced, such as through 55H or RDP
- A server running an improperly secured Hadoop installation

- A server running a pre-13.10.3 GitLab instance that is vulnerable to CVE-2021-22285
- A compromised Microsoft DNS server (through the July 2020 critical wvulnerability)

The overall botnet attack was Nx18Gbps in size (with traffic from your host as well as some others) and caused significant packet loss for our clients due to
external link saturation. It required an emergency null-route operation on our side to mitigate.

Attacks like this are usually made very short, intentionally, so that they are not as noticeable and slip past certain automatic mitigation systems. From your
side, you would be able to observe the attack as a burst of traffic that likely saturated the network adapter of the source device for perhaps 30 seconds.

Since the source device is a member of a botnet that is being used for many attacks, you will see many other mysterious bursts of outbound traffic, as well.

This is example traffic from the IP address, as interpreted by the "tcpdump”™ utility and captured by our router during the attack. Source and destination IP
addresses, protocols, and ports are included.
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» Interni hlaseni

= (security) PODVODNY MAIL? Fwd: Message from the Regional Cultural Attache's Office within the Embassy of the Republic of Iraq in Buch...

PNCRl  Nipovide ) Reknéte mi, co chcete udélat.

« X B K

PhishTank [‘:3) Predat nadfizen... ;’ =T _“Q, |> 5% R i A]:n' Q

3 E-mail tymu €2 Odpovédéta od.. B

# _ Odstranit Archivovat Odpovédét Odpovédét Preposlat [3f . . . Piesunout __ Oznadit jako Zpracovat  Pielodit Ciist Lupa  Insecure
& = L AvoF o .
= viem y # Vytvoiit novy - EF™ | nepietené - - R | nahias

Odstranit Odpovédét Rychlé kroky ] PFresunout Imacky ] L'I|:|ra«-,I Reé lupa GpgOL =

€ 26.0

| FERu <security-com@service.zcu.cz>

1Zcu RT3 # I (security) PODVODNY MAIL? Fwd: Message from the Regional Cultural Attache’s Office within the Embassy of the Republic of Iraq in Bucharest

IK

Kemu
o Z této zpravy jsme odebrali nadbyteéné konce Fadkl,

Pocatecni pozadavek:

Dobry den,

pfeposilam niZe email s dotazem, zda se nejednd o podvodny mail.
NedokdZu wyhodnotit, jestli mohu oteviit pfilohu nebo ne.

Predem dékuji za reakci. 5 pozdravem,

———————— Preposland zprdva --------

Predmét: Message from the Regional Cultural Attache's Office within the
Embassy of the Republic of Irag in Bucharest
Datum: Fri, 20 Jan 2823 11:42:46 +0200

Od: Iragi Regional Cultural Attaché In Bucharest
<culturalbucharest@scrdirag.gov.ig>
Komu: I -cu-cz, [lGrek.zcu.cz

The Regional Cultural Attache's Office within the Embassy of the Republic of Iraq in Bucharest would like to salute you and kindly ask you to
provide us with an answer to our enclosed note.

With our best regards,

Prof. Dr. Shakir Kadhim Ali
Regional Cultural Attache / Bucharest
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Reseni incidentu

» ZCU ma zodpovédny pristup
» Bezpecnostni tym WIRT (WEBnNet Incident Response Team)
» Reakce na bezpecnostni incidenty

» Cilem je chranit
» Vlastni uzivatele

» Okolni internet
» Povést sité WEBnNet (resp. ZCU)
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NejCastéjSi typy incidentu

» Phishing

» Téezba kryptomén

» Napadené stroje v botnetech

» Rozesilani SPAMu

» Sdileni autorsky chranénych dat
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Postup reseni incidentu

1) Zjisténi (detekce)

» Zjisteni vlastnimi silami (IDS, McAfee, logy, ..

)

PO20R! U2\VATEL
HNOJNIKY PRAVE
2ACAL ROZESILAT

SPAMY, PO2OR!

» Ohlaseni treti stranou

» CESNET NetFlow, IDS, honeypoty, Mentat, ...

» BezpecCnostni tym jiné organizace
» DotCena fyzicka/pravnicka osoba
» Zastupci drzitelt autorskych prav

ZAPADOCESKA UNIVERZITA V PLZNI
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Priklad stiznosti zastupce vlastnika autorskych prav

Dear Sir or Madam:

We are contacting you on behalf of Paramount Pictures CorPoration (Paramount). Under penalty of perjury, | assert that IP-
'E?helo% I?]ty. Ltd., (IP-Echelon) is authorized to act on behalt of the owner of the exclusive copyrights that are alleged to be
infringed hérein.

IP-Echelon has become aware that the below IP addresses have been using your service for distributing video files, which
contain infringing video content that is exclusively owned by Paramount.

IP-Echelon has a good faith belief that the Paramount video content that is described in the below report has not been
authorized for sharing or distribution by the copyright owner, its agent, or the law. | also assert that the information
contained in this notice is accurate to the best of our knowledge.

We are requesting your immediate assistance in removing and disablin% access to the infringing material from your network.
W% also astk that you ensure the user and/or IP address owner refrains from future use and sharing of Paramount materials
and property.

In complylng{_wnh this notice, Zapadoceska univerzita v Plzni should not destroy any evidence, which may be relevant in a
lawsuit, relating to the infringement alleged, including all associated electronic documents and data relating to the presence
of infringing items on your network, which shall be preserved while disabling public access, irrespective of any document
retention or corporate policy to the contrary.

Please note that this letter is not intended as a full statement of the facts; and does not constitute a waiver of any rights to
recover damages, incurred bP/ virtue of any unauthorized or infringing activities, occurring on your network. All suchrights,
as well as claims for other relief, are expressly reserved.

Should you need to contact me, | may be reached at the following address:

Adrian Leatherland

On behalf of IP-Echelon as an agent for Paramount _

Address: 7083 Hollywood Blvd., Los Angeles, CA 90028, United States
Email: p2p@copyright.ip-echelon.com

Evidentiary Information:

Protocol: BITTORRENT

Infringed Work: Baywatch

Infringing FileNamé: Baywatch (2017) [YTS.AG]
Infringing FileSize: 940417015

Infringer's IP Address: 147.228 XXX. XXX

Infringer's Port: 13769

Initial Infringement Timestamp: 2017-10-14T21:38:06Z
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Postup reseni incidentu

2) Overeni

» Informaci muze poslat kazdy
» Resime jen skuteéné udalosti
» Nase zaznamy
» Potvrdi vyskyt incidentu
» Doplni podrobnosti

3) Minimalizace dopadu

» Cilem je zastavit zhorSovani situace
» Odpojeni napadeného pocitace
» Zablokovani sluzby
» Zablokovani zneuzitého konta
» Odebrani pristupovych prav
> ...

» Docasné reseni do provedeni napravy

ZAPADOCESKA UNIVERZITA V PLZNI
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Postup reseni incidentu

4) Provedeni napravy
» Technicka opatreni

» Odvirovani, reinstalace, rekonfigurace, ...

» Zména hesla, revokace certifikatd, ...
» Interakce s uzivateli

» Informace o incidentu

» Instrukce k (vy)reSeni incidentu

» Osobni navstéva WIRT

ZAPADOCESKA UNIVERZITA V PLZNI
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Osobni navsteva

» Pohovor s uzivatel -
» U zavaznych incidentt ROZDIL ME2I ROZHOVOREM A
yenincldent POHOVOREM JE STEINY JAKO
» U opakovanych incidentu MEZI ROZPRAVOU A POPRAVOL

» Na zadost uzivatele

» Standardni postup
» Vysvetleni problemu
» Vysvetleni spravného chovani
» Upozorneni na nasledky
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Nasledky

» Dopady vlastniho incidentu
» Napadeny podita¢ — zneuziti dat, pristupu, ...
» Odpojeni od sité

» Vymahani dodrzovani univerzitnich smernic
» Disciplinarni komise / poruseni pracovni kazné
» Omezeni ,nenarokovych” sluzeb

» Vymahani dodrzovani zakon( platnych v CR
» Trestnepravni fizeni
» Obcanskopravni fizeni
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Pohovor s uzivateli

» Ceho se pfi pohovoru rozhodné& vyvarovat

» Zapirat (';4
» Vime vic, nez si myslite )
. . RANO mi UJELA TRAMVAT,
» Vymyslet si historky PES MI LIKOLSL OBE RLCE,
» DLP (Dojemny Lidsky P¥ibéh) VYHODILI ME 2E 2KOLSKY, il

, v 1 = "”
» Zname VseChny JA JSEM PROSTE SMOLAR!

» Nabizet uplatky a zadat vyjimky
» Mimo vase moznosti
» Mame standardni postupy
» Prubéh incidentu je zaznamenan v internich systémech
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Shrnuti

» Svét neni idealni
» bezpecnostni incidenty
» ZCU
» Odpovédnost za univerzitni sit WEBnet

» WEBnNet Incident Response Team
» Reakce na bezpecnostni incidenty

» Doporuceni
» Dodrzujte 10R/2008 a ridte se zdravym rozumem
» Spolupracujte (kdyz uz jste uCastnikem bezpecnostniho incidentu)
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Na zaver — nastroje,
které se mohou
hodit | vam
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Nastroje pouzivané pri praci tymu WIRT

» VirusTotal

(D 64 security vendors and 5 sandboxes flagged this file as malicious

;;;0043104d4d54034dbcﬂc254b1Ba11BBOUSaS?Saam4ea04?03480b1 255 MB 2023-03-07 15-34-44 UTC %“
¢ Size 6 days ago EXE
° Indfrgui exe
- peexe malware macro-create-ole  runfime-modules  detect-debug-environment  exploit  cve-2017-0147  long-sleeps  direct-cpu-clock-access  checks-user-input
Community Score cve-2017-0144

DETECTION DETAILS

RELATIONS BEHAVIOR COMMUNITY 20+

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

-

Popular threat label (1) trojan wannacry/wanna

Security vendors’ analysis ()
AhnLab-V3

AlYac

Arcabit

AVG

Baidu

BitDefenderTheta

ClamAV

Cylance

ZAPADOCESKA UNIVERZITA V PLZNI

(D Trojan/Win32 WannaCryptor R200572
QD Trojan.Ransom.\WannaCryptor

(D Trojan.Ransom.\WannaCryptor.H

(D SEWNCryLdr-A [Trj]

(D Win32 Worm.Rbot.a

QD Gen:NN.ZexaF.36305.Jt0@aePsbmpi
QD Win.Ransomware.\Wanna-9769956-0

QD Unsafe

Threat categories

ransomware worm

Alibaba

Antiy-AVL

Avast

Avira (no cloud)

BitDefender

Bkav Pro

CrowdStrike Falcon

Cynet

Family labels wannacry  wanna  wannacryptor
Do you want to automate checks?
(D Ransom:Win32/\WannaCry.398
QD Trojan/Win32 HackTool.a
(D SEWNCryLdr-A [Trj]
(1) TR/Ransom IZ
(D Trojan.Ransom.\WannaCryptorH
QD W32 \WannaCrypLTl.Trojan
QD Win/malicious_confidence_100% (W)

QD Malicious (score: 100)
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Nastroje pouzivané pri praci tymu WIRT

» Sandbox ANY.RUN

alysis Request for Quot

@ o

© 8 IV ©

»

HTTP Requests
Timeshift

&

L]
NETWORK

FILES
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X Bt

ny.run/t

0 | Connections
Headers

MOVE YOUR MOUSE TO VIEW SCREENSHOTS

(-@-)

DNS Requests Threats
Rep PID Processname CN URL

No data

¥ Get sample

Text report

Processes

-~

* PCAP
Content

Get more aw

WinRAR.exe C

ransomware  wannacry  wannacryptor

2 4

Process graph | | ATT&CK™ matrix Export v

idmin\AppData\Local
2k 1k

Proforma Invoice and Bank swift-REG.PI-0086547654.exe

attrib.exe +h

icacls.exe . /grant Everyone

taskdlexe | PE

31678784750 bat
926
cscript.exe //nologo m.vbs
taskdl.exe | PE

(@WanaDecryptor@.exe  PE

taskhsvc.exe | PE

wannacry

vith premium access! View more

¢} Restart

p\Request for Q

202
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Nastroje pouzivané pri praci tymu WIRT

» Shodan.io — free academic membership

Shodz X | +

< C 8 & ww

SHODAN Expl

]

(©)

shodan.io,

o

@

62078 1,041
80 578
®
443 403
> 2 399
8081 290
QO More...
(O]
QOpenSSH 464
i)
Apache httpd 438
WinRM 208
nginx 166
AirPlay 164
More...
Debian 265
Windows (Build 10.0.19041) 188
Windows 103
Ubuntu 87
Linux 37
More...

g & net:147 228 0.0/16

9 Vien eport & Download Results 14 Historical Trend (& Brov

Partner Spotlight: Looking for a place to store all the Shodan data? Check out Gravwell

147.228.133.85 (1

e HTTR/1.1 4@2 Forbidden
Content-Length: @

B Czechia, Pilsen

ot

airplay:
Name: stephen’s MacBook Air
Device

MacBookairie,1
airelay :

628.5.2

Device ID: D4

MAC Address: D4:57:83:D8:48:35

protocol Ver 1.1

AirPlay:
Name: Stephen’s MacBook Air

Service Unavailable [
147.228.85.102 HTTP/1.1 503
£u210n04-dfel fel zcu ¢z

Plizen

e Unavailable

Content-Type: text/htnl; charset=us-ascii
PAPI/2.8

Server: Microscft-

B Czechia, Pilsen Date: Tue, r 2823 89:27:22 GMT

Connection: close

Content-Length: 326

147.228.93.215
ei221plc2-hee
Plzen

SQL Server Browser service:
Instance #1:
Bm Czechia, Pilsen Server Name: MERENT-HI

CITADEL

Instance Name

Is Clust

alse

version: 12.5.250.8

TCR Fort: 28857

IERENI-NI'\pipe\MSSQLSCITADEL \sqliquery
SQU Server 2008 R2 SF1

Named Pipe:
version Na

147.228.1256.27

mages [ View on Map
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